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[bookmark: _Toc87256486]Introduction
[bookmark: _Toc87256487]Objectives
The objective of this document is to outline the requirements for DXC to create a solution which can achieve two objectives, either one of which could be requested when the need arises:

(1) To delete the archive stubs left behind by a stale data migration at any or all levels of a server’s directory structure; and
(2) To separate the archive stubs left behind by a stale data migration into their own sub-folder at any or all levels of a server’s directory structure where they exist.
[bookmark: _Toc87256488]Context
As part of the Unstructured Data programme of work, one of the things we do is to use the Varonis DatAdvantage tool which monitors the servers within the London Data Centre (LDC), to identify for each server individually, where there is “stale” data (i.e. data that has not been modified in over three years, nor accessed in the last six months).

Where stale data exists, we use the Varonis tool to move this old data to an archive on a separate server [LDCNASVF-UKLF3], also within the LDC. As part of the process for archiving the stale data, shortcuts to those old files are left behind so that users can still access a read-only version of their files in the archive, should something have been moved which they still need. These shortcuts are called “Archive Stubs”. These stubs need to remain in place until the old files are eventually deleted from the archive. 

In the meantime users can open the read-only version of their file in the archive and then if they need this back, they can open a file and save it back to a location of their choice as a new document with the same name or a new name allowing them to amend their files again as they see fit. The Information Governance Officer will determine when the archived files will be deleted and will consult with the business to ensure this is acceptable first. 

Once stale data is deleted from the archive, the shortcuts (Archive Stubs) on the source fileserver from which the data was migrated, will no longer work, and will need to be removed. Given that each stale data migration is done one server at a time, it is our expectation that the stale data will be deleted from the archive one server at a time. One of the main objectives of the solution will therefore be to delete the redundant Archive Stubs when requested.

In addition to this, the Tax area within the business have identified a performance issue which we have established is caused by the Archive Stubs that have been left behind in each folder that contained a stale data file. The issue arises when navigating/browsing to files and folders through an application. It appears that the applications are validating whether the stubs shortcut to the default file type of the application being used, to determine if it should display it or not in the list of files of that type.
 
Some applications offer the ability to select the file type to display and it is possible to select “All Files” in advance, to overcome the slow browsing performance, however, some applications e.g., SAP and others do not provide this option, so there is no way of overcoming the issue. 
We have discovered that if the Archive Stubs are kept in their own separate folder then this prevents applications from validating the stubs because they are no longer in the same folder and performance remains unaffected (unless of course you access the folder containing the stubs).
 
The purpose of keeping the stubs in a separate folder and not deleting them (which would also remove the performance issue), is so that the users can see and therefore know, which files have been archived, since the archived file name forms part of the stub’s file name.
The second main objective of the solution will therefore be to move the Archive Stubs created as part of a stale data migration, into their own separate sub-folder within each folder in the server directory structure, they exist.     

[bookmark: _Toc87256489]Scope
[bookmark: _Toc87256490]In scope
The solution we require for moving Archive Stub files into separate sub-folders and deleting redundant Archive Stubs, could be applied to any server within the London Data Centre (LDC) which is monitored by the Varonis DatAdvantage tool. This is because we can only perform stale data migrations on those servers that are monitored by this tool. The current scope of servers monitored by DatAdvantage is as follows:
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· In addition to the list of servers currently monitored by the Varonis DatAdvantage tool (shown above), the solution should also be usable on any additional servers that are added to DatAdvantage in the future.

· Currently, the only servers that have been through a stale data migration are listed below, so these are the only servers that currently have Archive Stubs on them, however, we are currently migrating a server per month, so this list is steadily increasing:

· LDCNASVF-UKLF3
· LDCNASVF-UKLF10
· LDCNASVF-UKGI8
· LDCNASVF-UKLF6
· LDCNASVF-UKGI12
· LDCNASVF-UKLF8

[bookmark: _Toc87256491]Out of scope
· SharePoint – https://collaboration.zurich.com

[bookmark: _Toc525826449][bookmark: _Toc87256492][bookmark: _Toc239126692]Assumptions
	ID
	Description

	1
	If the solution is business-user operated rather than via the helpdesk, then full operating instructions will be provided. If via helpdesk, then process and timescales/SLA shall be clearly defined. 

	2
	Even if the solution is business-user operated, the solution will be maintained in the event of any functional issues, by DXC. (Need to know who we would contact/process for resolving).



[bookmark: _Toc87256493][bookmark: _Toc525826455]Risks
	ID
	Description
	Status

	1
	Risk that if files are mid-way through being processed and the solution breaks down/errors, that those files may be in a state that is not recognised by the solution, when it is re-run, so may not be identified for deletion or separation.
	Open





1. [bookmark: _Toc87256494]Requirements

	ID
	Status
	Name/ Description
	Last 
Updated
	Priority
(MoSCoW)

	BR01.0
	Appvd
	A solution is required that can delete redundant Archive Stubs and Stale Data Readme files from a server that has been through a stale data migration using the Varonis DatAdvantage tool.
	19/10/21
	M

	BR01.1
	Appvd
	The solution must be able to find and delete all files with a file name starting “ARCHIVE STUB” and a .url file extension. (Note: there may or may not be a space between “ARCHIVE STUB” and the file name). 
	28/10/21
	M

	BR01.2
	Appvd
	The solution must also be able to find and delete all files with a file name starting “STALE DATA – PLEASE READ” and a .txt file extension. 
	02/11/21
	M

	BR01.3
	Appvd
	It must be possible for the user to select the folder level/directory depth in the server directory structure at which to search for and delete the Archive Stubs, which could be from the highest to the lowest directory depth. 
	19/10/21
	M

	BR01.4
	Appvd
	Once the folder level/directory depth in the server directory structure has been selected, the solution should search for and delete the Archive Stub files in the folder selected and all sub-folders down to the lowest directory depth. 
	19/10/21
	M

	BR01.5
	Appvd
	Once the folder level/directory depth in the server directory structure has been selected, the solution should search for and delete the STALE DATA – PLEASE READ readme files in the folder selected and all sub-folders down to the lowest directory depth. 
	02/11/21
	M

	BR01.6
	Appvd
	The solution must also delete any folders called “ARCHIVED FILE STUBS” (if the Archive Stubs were moved into their own separate folder first), both in the folder selected, and all sub-folders down to the lowest directory depth. 
	28/10/21
	M

	BR01.7
	Appvd
	The solution should provide confirmation of the number of Archive Stubs deleted.
	28/10/21
	S

	BR01.8
	Appvd
	The solution should provide confirmation of the number of STALE DATA – PLEASE READ readme files deleted (where applicable).
	02/11/21
	S

	BR01.9
	Appvd
	The solution should provide confirmation of the number of ARCHIVED FILE STUBS folders deleted (where applicable).
	28/10/21
	S

	NFR01.0
	Appvd
	The solution must be able to complete the search and delete activities within a short timeframe (e.g. minutes to no more than a few hours) – especially if business-user operated, since we must minimize any periods that the server is unavailable (and if unavailable during deletion), we must not degrade the performance of their machines or ability to perform their daily tasks (if they are able to continue with these during the deletion process). 
	02/11/21
	S

	BR02.0
	Appvd
	A solution is required that can move the Archive Stubs created as part of a stale data migration, into their own separate sub-folder within each folder in the server directory structure, where they exist.     

	19/10/21
	M

	BR02.1
	Appvd
	The solution must be able to find all files with a file name starting “ARCHIVE STUB” and a .url file extension. (Note: there may or may not be a space between “ARCHIVE STUB” and the file name).
	19/10/21
	M

	BR02.2
	Appvd
	At each level of the directory where Archive Stubs are found, the solution must create a new sub-folder called “ARCHIVED FILE STUBS”.
	19/10/21
	M

	BR02.3
	Appvd
	At each level of the directory where the solution has created a new sub-folder called “ARCHIVED FILE STUBS”, the solution must move all the Archive Stub files at that level, into it. 
	19/10/21
	M

	BR02.4
	Appvd
	It must be possible for the user to select the folder level/directory depth in the server directory structure, at which to search for Archive Stubs, create a new sub-folder called “ARCHIVED FILE STUBS” and move them into it, which could be at any level between the highest and lowest directory depth. 
	19/10/21
	M

	BR02.5
	Appvd
	Once the folder level/directory depth in the server directory structure has been selected, the solution should search for the Archive Stubs in the folder selected, create a new sub-folder called “ARCHIVED FILE STUBS” and move them into it, and then do the same in all that folder’s sub-folders down to the lowest directory depth. 
	19/10/21
	M

	BR02.6
	Appvd
	The solution should provide confirmation of the number of “ARCHIVED FILE STUBS” folders created.
	28/10/21
	S

	NFR02.0
	Appvd
	The solution must be able to search for the Archive Stubs, create the new sub-folders and move the Archive Stubs into them, in the select folder and all of its sub-folders down to the lowest directory depth, within a short timeframe (e.g. minutes to no more than a few hours) – especially if business-user operated, since we must minimize any periods that the server is unavailable (whilst the Archive Stubs are being moved), or must not degrade the performance of their machines or ability to perform their daily tasks (if they are able to continue with these during the stub separation process). 
	19/10/21
	S

	BR03.0
	Appvd
	It should be possible to apply the solution to any server within the LDC which is monitored now or in the future by the Varonis DatAdvantage tool. The current list of servers monitored by DatAdvantage is shown in section 1.3.1 In Scope.
	19/10/21
	M

	BR04.0
	Appvd
	A separate solution can be provided for each objective, or a single solution can be provided that can perform each objective independently.   

	19/10/21
	S

	BR05.0
	Appvd
	The solution can be delivered as either a business user-operated solution, or one supported by DXC ISP.  
	19/10/21
	S

	NFR03.0
	Appvd
	The solution is only required to be operated/used by a single user at a time. (There is no requirement for concurrent use).
	19/10/21
	M

	NFR04.0
	Appvd
	Use of the solution should be restricted to specific users with appropriate knowledge of what it does and how to operate it. 
	19/10/21
	M

	NFR05.0
	Appvd
	The solution must be re-usable.
	19/10/21
	M

	NFR06.0
	Appvd
	The solution should be available for use 24 hours a day and 7 days a week, as it could be used both during business hours, outside of normal working hours including overnight, and at the weekends.  
	19/10/21
	S

	NFR07.0
	Appvd
	Restoration of the Archive Stub Deletion/Segregation solution, in the event of an operational outage or downtime, is non-critical.
	08/11/21
	S

	NFR07.1
	Appvd
	Restoration of the Archive Stub Deletion/Segregation solution in the event of a disaster, is non-critical.
	08/11/21
	S


[image: Z_EN_BLU]
[image: Z_EN_BLU]
[image: Z_EN_BLU]


INTERNAL USE ONLY


Zurich Proprietary Material - Internal use only 		Page 34 of 40INTERNAL USE ONLY


	
[bookmark: _Toc87256495][bookmark: _Toc525826457]Solution Process





Deployment a Flask Application on an Ubuntu

1. Install and Enable mod_wsgi
2. Create Flask app in server path 
3. Crate Virutal wrapper 
4. Install module from requirement.txt using PIP
5. find __init__.py
6. Config and enable new virtual host
7. Config WSGI file 
8. Restart server
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RE: Requirements v0.2

		From

		Anthony Sillick (Contractor)

		To

		Stephen Taylor (Contractor)

		Recipients

		stephen.taylor4@uk.zurich.com



Hi Steve,



 



It’s only me approving. So please take this as approval of the document and move to v1.0.



 



I will get the WO raised on Monday.



 



Cheers,



 



Anthony



 



 



​​​​​­­







Anthony Sillick



Project Manager 





UK Operations and IT 



Tri Centre 1



New Bridge Square



Swindon



UK



 



+44 7515 507 134 (mobile)



a.sillick@uk.zurich.com
www.zurich.com
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From: Stephen Taylor (Contractor) <stephen.taylor4@uk.zurich.com> 
Sent: 02 November 2021 17:30
To: Anthony Sillick (Contractor) <a.sillick@uk.zurich.com>
Subject: Requirements v0.2



 



Hi Anthony,



 



I have updated the requirements in line with your comments and amended the process flow. I haven’t futureproofed it now that Steve Tyrrell has confirmed he is only concerned with the network filers and not SharePoint or O365.



 



Not sure if anyone else needs to review this, if not then do you want to send me your approval via email once reviewed and I can attach to the document and update to v1.0?



 



Thanks



Steve



 



Steve Taylor
Business Analyst

UK Operations and IT
Zurich Insurance plc, 1st Floor, 
3000a Parkway, Solent Business Park,  
Fareham, Hants, UK.  PO15 7JZ 

Mobile: 07508 956928
Email: stephen.taylor4@uk.zurich.com
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