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1. [bookmark: _Toc181764047][bookmark: _Toc191956972][bookmark: _Toc212274761][bookmark: _GoBack][bookmark: _Toc182971897][bookmark: _Toc191956973][bookmark: _Toc212274762][bookmark: _Toc53046720]
Purpose
[bookmark: _Toc182971898][bookmark: _Toc191956974][bookmark: _Toc212274763]The purpose of this document is to capture the design of AML Sentinel Reconcilation and design details of following functions which will be key inputs for development and support system

			[image: ]

2. [bookmark: _Toc53046721]	Scope  
Scope of this document is to define the detailed design information elements defined & finalised  in project scope document PD_368048_UKLL_Life05465_PA_v1.0_20200713.docx
3. [bookmark: _Toc51174161][bookmark: _Toc51174162][bookmark: _Toc191956975][bookmark: _Toc212274764][bookmark: _Toc53046722]Design assumptions, requirements and constraints 

	S. NO.
	Assumptions

	1
	Sentinel will provide single record per line for each screened file in ‘Input File’ (also called as ‘Control File’) & will be ‘.TXT’ format

	2
	Sentinel will use SHA256 hashing to create the hash based on file contents and same will be sent in ‘Input File’

	3
	As per BRD Sentinel picks up source file for every 15 mins from EMEA DMZ.
Sentinel will store the same date/time the file is picked up from the inbound file folders on the EMEA DMZ in ‘Input File’

	4
	Source file received in ‘Input Staging’ (NAS on internal network) from source systems will have suffix _PEP in it’s name in case of PEP file type, no suffix for SANCTIONS  file type and there won’t be datetime appended as suffix in it’s name.

	5
	AMLSU team will copy source files manually to Zurich Staging (NAS on internal network)  as team can access this location  [TBD: Location needs to be decided yet once NAS is available]

	6
	OAK team will copy ‘source files’ manually to OAK Staging on DMZ server as team is in external network    [TBD:Location needs to be decided on DMZ server]

	7
	Sentinel will pick up ‘source file’ from Sentinel Staging on DMZ server (as is)

	8
	Sentinel will copy ‘input file’ to Sentinel Staging on DMZ server   [TBD: Need to decide whether location will be same as source file or should be different one]

	9
	MoveIT Job design assumptions
· (New or existing ) MoveIT job transfers src file from different source systems (S.NO. 4)  to ‘Input Staging’ (NAS on internal network)  so that reconciliation system reads it
· (New or existing ) MoveIT job transfers AMLSU manual src file (S.NO. 5) from ‘Zurich Staging’  to ‘Input Staging’ (NAS on internal network)  so that reconciliation system reads it
· (New or existing ) MoveIT job transfers OAK manual src file (S.NO. 6) from ‘Oak Staging on DMZ server’  to ‘Input Staging’ (NAS on internal network)  so that reconciliation system reads it
· (New or existing ) MoveIT job transfers Sentinel input file (S.NO. 8) from ‘Sentinel Staging on DMZ server’  to ‘Input Staging’ (NAS on internal network)  so that reconciliation system reads it


	10
	If there are multiple source file records for given ‘screened file name’, in such cases, check for datetime stamp for src file and screened file to identify and compare the respective src file with screened file along with record count, hash & filename
· in such case service will compare based on date/time stamp in an ascending order i.e. in order files have been pre-analyzed and screened.
Check for datetime stamp for src & screened file in order these are pre-analyzed and screened. 
Date for ‘sentinel screened file’ must be stored same as ‘src file’ in input file (as it will be picked up by Sentinel on same date from DMZ server) even though screening of that file delayed and sent in subsequent ‘input file’ cycle 
Whereas ‘time’ (HH:mm:ss) may differ since Sentinel picks up file for every 15 mins from DMZ server. 
If dates are not same in such case, in below scenaros reconciliation can’t be done
· if two or more identical ‘src files’ versus two or more ‘screened files’ processed
if screened file details delayed i.e. not sent on same day in ‘input file’ and sent on next cycle





	S. NO.
	Constraints

	1
	Require sample of Sentinel ‘Input File’ / ‘Control File’ to know the format of records way those placed. Format will help to find out way to read it

	2
	Require frequency (schedule) matrix of all ‘Source Files’  to compute the fields like ‘No. Of Files Scheduled to be screened’, ‘Screening Reconcilation Success’ for consolidated dashboard and to display ‘Frequency’ details column for both views.

	3
	Require sample of all ‘Source Files’ to get information of header/trailer in file to exclude it to get actaul record count



4. [bookmark: _Toc191956976][bookmark: _Toc212274765][bookmark: _Toc53046723]Design alternatives  	Comment by Russell, Brian: The table and references are from the ASD, so the references are orphaned in this document. May as well just refernce the ASD and list any additional detailed design decisions here.	Comment by Bhokarwad, Vidyasagar: Given reference of ASD
[bookmark: _Toc51770913]Refer Section 6. Architecture Decision Log in AML Reconciliation - ASD - bmr - 1.0.docx 
5. [bookmark: _Toc51174165][bookmark: _Toc191956977][bookmark: _Toc212274766][bookmark: _Toc53046724]Standards
<List the standards, conventions and procedures followed in the detailed design. These may be derived from architecture patterns, principles and policies. Refer to existing Technical Standards and Controls (TSC) standards and/or checklists.>
5.1 [bookmark: _Toc191956978][bookmark: _Toc212274767][bookmark: _Toc53046725]Design standards  
Design standards used for Application
·  REST Web Service
·  MVC
Design standards used for data model
· RDBMS
5.2 [bookmark: _Toc191956979][bookmark: _Toc212274768][bookmark: _Toc53046726]Naming conventions
5.2.1 [bookmark: _Toc53046727]Package names
Package names are all lowercase, with consecutive words simply concatenated together (no 
underscores). 
5.2.2 [bookmark: _Toc53046728]Class names
Class names are written in UpperCamelCase. Class names are typically nouns or noun phrases.
5.2.3 [bookmark: _Toc53046729]Method names
Method names are written in lowerCamelCase. Method names are typically verbs or verb phrases.
5.2.4 [bookmark: _Toc53046730]Constant names
Constant names use CONSTANT_CASE: all uppercase letters, with each word separated from the 
next by a single underscore.
5.2.5 [bookmark: _Toc53046731]Parameter names
Parameter names are written in lowerCamelCase.
5.2.6 [bookmark: _Toc53046732]Local variable names
Local variable names are written in lowerCamelCase.
5.2.7 [bookmark: _Toc53046733]Non-constant field names
Non-constant field names (static or otherwise) are written in lowerCamelCase.

5.3 [bookmark: _Toc191956980][bookmark: _Toc212274769][bookmark: _Toc53046734]Programming standards
5.3.1 [bookmark: _Toc53046735]Indentation
Proper indentation is very important to increase the readability of the code. For making the code readable, programmers should use White spaces properly. Some of the spacing conventions are given below,
(i) There must be a space after giving a comma between two function arguments.
(ii) Each nested block should be properly indented and spaced.
(iii) Proper Indentation should be there at the beginning and at the end of each block in the program.
(iv) All braces should start from a new line and the code following the end of braces also start from a new line. 
5.3.2 [bookmark: _Toc53046736]Naming conventions for local variables, global variables, constants and methods:
Naming convention guidelines explained in section 5.2
5.3.3 [bookmark: _Toc53046737]Standard headers for different modules:
For better understanding and maintenance of the code, the header of different modules should follow some standard format and information. 
The header format must contain below things that is being used in various companies
(v) Name of the module
(vi) Date of module creation
(vii) Author of the module
(viii) Modification history
(ix) Synopsis of the module about what the module does
(x) Input output parameters
5.3.4 [bookmark: _Toc53046738]Javadoc, Code should be well documented:
The code should be properly commented for understanding easily.
5.3.5 [bookmark: _Toc53046739]Length of methods should not be very large:
Lengthy methods are very difficult to understand. That’s why methods should be small enough to carry out small work and lengthy methods should be broken into small ones for completing small tasks.

5.4 [bookmark: _Toc191956981][bookmark: _Toc212274770][bookmark: _Toc53046740]Tools used
Below are the various tools that will be used to design and develop the system.
· STS 4.7.0 Release (Spring Tool Suite)
· Jenkins
· Git – Bitbucket
· Swagger
· Postman
· Artifactory
5.5 [bookmark: _Toc53046741]Commonality conventions
N/A
6. [bookmark: _Toc191956982][bookmark: _Toc212274771][bookmark: _Toc53046742]Application design model


					Figure 1: Application Design Model

7. [bookmark: _Toc53046743]Process logic
7.1 [bookmark: _Toc53046744]Business flow
[image: ]

					Figure 2: Business Flow	

AML Reconciliation will implement a staging area for source files. Files will be transferred to this staging area by MoveIT which will ensure that no source files are lost due to systems or users sending a file with the same name through twice. Source files from Oak Underwriting uses will also be transferred to this staging area via the DMZ. 
AML Reconciliation will record details of each source files in the Reconciliation database.
· Filename
· Date & Time the file was read from staging
· Number of records, in the file
· File hash. An MD5 hash of the file as agreed with Sentinel
Once source file details have been recorded, the file is transferred to the EMEA MoveIT DMZ by another MoveIT job for processing at Sentinel.
Sentinel will send a daily Input File containing the details of source files that it has scanned, containing records with the following fields:
· Filename
· Date & Time the file was read from DMZ
· Number of records, in the file
· An MD5 hash of the file
On receipt of the Input File, AML Reconciliation will match the records against the log of files sent that is held in the database. Matches and mismatches will be presented in a web-based dashboard for AMLSU users to check. Alerts will also be raised within the dashboard for files having scan results over-due.
As before, AMLSU users will check Fircosoft.

7.2 [bookmark: _Toc53046745]Transaction flow
N/A


7.3 [bookmark: _Toc53046746]Services
7.3.1 [bookmark: _Toc53046747]Batch services	Comment by Russell, Brian: In discussing the resilience with Stephen, he’s talked about the need to re-populate the database from files in the staging archive if the database has an outage and suffers data loss.

I think the easiest way to achieve this would to add a configuration flag to the source file job and reconciliation job to do change the batch behaviour as below. 

It would need to tweak the behaviour as follows:

Read from input staging continuously (rather than on a 10 min schedule, maybe just an adjustmnent to a different quartz schedule of 30 seconds or so rather than 10’). Support team would then manually copy Source Files to reload into staging

 Do the same database inserts etc, but not copy the files to dmz or back to archive. Just delete when done

 Still raise the exceptions as expected (maybe with something added to the description to indicate it was a reload)

Would make a neat feature for regression testing too.
	Comment by Bhokarwad, Vidyasagar [2]: As discussed in call & suggested by you, we will discuss in detail this scenario
We will have different CR to cover it
Current flow that we have in ASD & DDD remain same which we designed for normal file flow scenario
Below scenario for ex. DB outage etc. will be handled separately and we will include it later once we finalize how we can tweak our current system design to implement this scenario
	Comment by Russell, Brian: Great, thanks Sagar
7.3.1.1 [bookmark: _Toc53046748]  Source File Job

[image: ]
				Figure 3: Source File Job

				
	Activity
	Description

	SFJ_01
	Quartz schedular invokes job for every 10 mins

	SFJ_02
	Read source file from ‘Input Staging’ NAS location & operating system datetime of file

	SFJ_03
	[bookmark: _Hlk50740878]Read header/trailer offset for that source file from DB (Table: file_metadata)

	SFJ_04
	Count number of records/lines exist in the file and exclude the file offset count from the total count to get the actual total record count
actual record count  =  total number of lines – header/trailer offset

	SFJ_05
	Compute the hash based on file contents using MD5 hashing algorithm

	SFJ_06
	Check if source file sent for screening is already have entry with same record count, and same hash value in DB, if Yes raise exception and save the message ‘Duplicate source file received’ in DB (Table: reconciliation_exception)

	SFJ_07
	Save file metadata ‘filename’,‘record count’,’hash’,’datetime’ in DB (Table: source_file, input_file)

	SFJ_08
	Append current date time to original source file and copy source file from ‘Input Staging’ to ‘Archive’ NAS location

	SFJ_09
	Move source file from ‘Input Staging’ to ‘Output Staging’ NAS location

	SFJ_10
	Get last source file date time

	SFJ_11
	Check time difference between last source file datetime and current datatime > 24 hrs then raise exception. Create exception id & save the execption message as ‘No reconciliation outputs / src file received for the day’ along with exception id in DB (Table: reconciliation_exception)

	SFJ_12
	Repeat Step SFJ_02 to SFJ_11 for every source file received in ‘Input Staging’ NAS location



7.3.1.2 [bookmark: _Toc53046749]  Reconciliation Job
[image: ]
				Figure 4: Reconciliation Job

	Activity
	Description

	RCJ_01
	Quartz schedular invokes job for every 24 hrs

	RCJ_02
	Read Sentinel ‘Input File’ from ‘Input Staging’ NAS 

	RCJ_03
	Read each line of Sentinel screened file record from input file 

	RCJ_04
	Query for each ‘screened file name’ read from input file to get it’s repective source file which has ‘state’ = ‘outstanding’record from DB (Table: source_file) inpRecCount, inpHash, inpDateTime

	RCJ_05
	Reconcile/ compare src file metadata with Sentinel screened file metadata

	RCJ_05_a
	If filename, record count, hash matches, update state as ‘Pass’ and insert screened file metadata (inpRecCount, inpHash, inpDateTime) in DB (Table: source_file)

	RCJ_05 _b
	If there are multiple source file records for given ‘screened file name’, in such cases check for datetime stamp for src file and screened file to identify and compare the respective src file with screened file along with record count, hash & filename
· in such case service will compare based on date/time stamp in an ascending order i.e. in order files have been pre-analyzed and screened.
Note: Check for nearby datetime stamp for src & screened file in order these are pre-analyzed and screened. 	Comment by Russell, Brian: We should maybe discuss a definition of what “nearby” would mean for the timestamp of a SourceFile vs its InputFile timestamp with Stephen? Or just let him know what our definition of nearby would be. As Sentinel is picking up every 15’ from DMZ, maybe just work out what the longest elapsed time should be for the file timestamp vs pickup time plus a small buffer.

Ordering and taking the nearest is a good step. 	Comment by Bhokarwad, Vidyasagar [2]: Removed nearby to avoid confuaion and placed more information for datetime stamp parameter
Date for ‘sentinel screened file’ must be stored same as ‘src file’ in input file (as it will be picked up by Sentinel on same date from DMZ server) even though screening of that file delayed and sent in subsequent ‘input file’ cycle 
Whereas ‘time’ (HH:mm:ss) may differ since Sentinel picks up file for every 15 mins from DMZ server. 
If dates are not same in such case, in below scenaros reconciliation can’t be done
· if two or more identical ‘src files’ versus two or more ‘screened files’ processed
· if screened file details delayed i.e. not sent on same day in ‘input file’ and sent on next cycle

	RCJ_05_c
	If pre and post screened file reconciliation fails on record count, update state as ‘Fail’ and update screened file metadata (inpRecCount, inpHash, inpDateTime) in DB (Table: source_file)
Raise exception with message ‘Reconciliation failed – record count does not match’ and exception id (Table: reconciliation_exception)

	RCJ_05_d
	If pre and post screened file reconciliation fails on hash, update state as ‘Fail’ and update screened file metadata (inpRecCount, inpHash, inpDateTime) in DB (Table: source_file)	Comment by Russell, Brian: As previous	Comment by Bhokarwad, Vidyasagar [2]: Replaced insert with update
Raise exception with message ‘Reconciliation failed – hash does not match’ and exception id (Table: reconciliation_exception)

	RCJ_06
	Repeat Step RCJ_01 to RCJ_05_d for each input file record.

	RCJ_07
	There is possibility that Sentinel may take more than a day (which could take up to 36 hrs) to process the file in such case Sentinel ‘Input File’ will not have entry for that file hence update state as ‘Pending’ in DB (Table: source_file)	Comment by Russell, Brian: The upper limit is 36h (requirements 1.0 p34)	Comment by Bhokarwad, Vidyasagar [2]: addressed
Raise exception with message ‘Sentinel screened file record does not received in current date input file’ and exception id (Table: reconciliation_exception)

	RCJ_08
	Repeat Step RCJ_01 to RCJ_06 for each input file record.

	RCJ_09
	If no reconicilation input received for the day or input file is empty then raise exception. Create exception id & save the execption message as ‘No reconciliation sentinel input file received for the day’ along with exception id in DB (Table: reconciliation_exception)











7.3.1.3 [bookmark: _Toc53046750]  Exception & Notification Job

[image: ]	Comment by Russell, Brian: Diagram, needs to include a status on the select, such as “open” or closed_date == null as per REJ_05
							Figure 5a
[image: ]
							Figure 5b
[image: ]
							Figure 5c
Figure 5: Exception Job

	Activity
	Description

	REJ_01
	Quartz schedular invokes job for every 24 hrs

	REJ_02
	Read all generic exceptions from DB such as ‘No source file delivered for 24h’ & ‘No input  file delivered for 24h’  on below criteria (Table: reconciliation_exception)
generic = true & closed_date=null & source_file_id = null 

	REJ_03
	From retrured list for each generic excption compose email based on it’s message 

	REJ_04
	Read recipients mail ids from properties file and  send email notification to respective business group recipients mappped for generic exception

	REJ_05
	Repeat Step REJ_02 to REJ_04 for each generic exceptions

	REJ_06
	Update closed_date = ‘current_date’ for all generic exception records

	REJ_07
	[bookmark: _Hlk50911187]Read all open exceptions from DB such as ‘Record count mismath’, ‘Hash mismatch’, ‘2 files having same rec coumt, same hash and filename’ and their respective recipients (Table: reconciliation_exception, file_metadata)

	REJ_08
	From retrured list for each generic excption compose email based on it’s message 

	REJ_09
	Send email notification reminder for every 24h to respective business group recipients mappped for that exception till that excption is resolved & closed by dashboard user

	REJ_10
	Repeat Step REJ_07 to REJ_09 for each generic exceptions



Above sequence diagrams Figure 5b & Figure 5c describes overall end to end flow to save exceptions raised in source file job 
and reconciliation job.


7.3.1.4 [bookmark: _Toc53046751]Reconciliation Data Delete Job

[image: ]
Figure 6: Data Delete Job

	Activity
	Description

	DDJ_01
	Quartz schedular invokes job biweekly

	DDJ_02
	Delete old records > 3 years  [Table: source_file, reconciliation_exception]




















7.3.2 [bookmark: _Toc53046752]Online services
[bookmark: _Toc53046753]7.3.2.1  LDAP Authenitation & Authorization Service

			[image: ]
Figure 7: LDAP Authentication & Authorization Service

As part of LDAP GAD Group creation, below GAD group will be created in active directory to authenticate and validate the user to access the dashboard to check whether user is the member of ‘UK_AML_Audit’ GAD group and authorized to access AML Audit application.
Post creation of above GAD group, it will be mapped / added to the user’s profile in active directory.
	S.NO.
	GAD Group Name

	1
	UK_AML_Audit



[bookmark: _MON_1661774888] 

application.properties
At application level GAD group name will be maintained in application.properties file
	Key
	Value

	aml.audit.gad.group
	UK_AML_Audit



	Activity
	Description 

	LDPA_01
	User enters active directory related username & password in login form

	LDPA_02
	authenitcate() REST API end point will be invoked by passing username and password in the body of the request

	LDPA_03
	authenticate() API will then delegate call to LDAP for user authenitcation

	LDPA_04
	LDAP returns authenticated principal (user id / user name) and GAD groups for login user 

	LDPA_05
	Validate the user’s GAD group with application GAD group – ‘UK_AML_Audit’ which is maintained in application.propertes file to allow user to access the dashboard

	LDPA_05
	Upon user authentication, based on returned user id, file list will be fetched from DB for which user has edit permissions [Table: file_metadata, team_user, user_file_edit]

	LDPA_06
	Dashboard service will generate the JWT with response of username & file list that user is having the edit permissions 

	LDPA_07
	In subsequent user calls this token will be validated and user will be authorized to access the dashboard



Note  : Post user login, when user selects the FROM & TO date values to get the consoloditaed & individual dashboard details, front end will also receive file list in respective source file objects/records retrived from DB and front end will also have the user & file list mapped to that user already in JWT
Based on all this information front end will loop and compare and need to decide whether to enable or disable logged in user to update ‘Mitigation’ & ‘Closed’ fields to close the exception in individual view.	

	API URI
	Method 
	Request Payload
	Response Payload

	/v1/authenticate
	POST
	{
 "username":"tester",   "password":"P@ssword123"
}
	{   "id_token":"eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwibmFtZSI6IkpvaG4g
RG9lIiwiaWF0IjoxNTE2MjM5MDIyfQ.SflKxwRJSMeKKF2QT4fwpMeJf36POk6yJV_adQssw5c",
   "files":[	Comment by Russell, Brian: NB: This is encoded in the token rather than being in the HTTP payload return

e.g decode the following token at https://jwt.io/

https://jwt.io/#debugger-io?token=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ1c2VybmFtZSI6IkFubmUgRWxrIiwiZ3JvdXBzIjpbIlVLX0FNTF9TdXBwb3J0IiwiVUtfQU1MX0VkaXRvcnMiXX0.3pvPOvrhmnoLQiJaxMdzHx4OBWKuXbUGLurOMIcajxo

(The secret is 99z_aml_dxc! to verify the signature)

	Comment by Bhokarwad, Vidyasagar: Nguyen, Binh :
Since Angular is public client (run on browsers), it should not store any secret key to verify or decode token. Instead it should cache token (for authenticated requests) and user profile (such as username, groups).

      "CDF_GBR_CCADB_Life_Customer.txt",
      "CDF_GBR_CCADB_Life_Agent.txt"
   ],
   "username":"tester"
}




7.3.2.2 [bookmark: _Toc53046754] Dashboard REST Services
7.3.2.2.1 [bookmark: _Toc53046755]Get Report API 

      [image: ] 	Comment by Russell, Brian: Add &view=consolodation rather than use an additional level in the context path.

 Context paths specify nesting/ relationships between resources. 

E.g. if we had a service where we wanted to know the orders that were for a specific customer, that would be navigated to with

/customer /37/orders

 A parameter would be more flexible. What if a different type of consolidation was added? Maybe one for all files


https://stackoverflow.blog/2020/03/02/best-practices-for-rest-api-design/	Comment by Bhokarwad, Vidyasagar [2]: We are using path parameter becuse we are going to define two different end poins to get different responses for consolidated and individual to display and it’s easier to implement.
We are going to return entire report with additional computation combining all tables but not only individual src files	Comment by Russell, Brian: If a different endpoint makes sense may make more sense to have

GET /v1/consolidations 

Then. Give it its own controller. Run it by @Nguyen, Binh	Comment by Bhokarwad, Vidyasagar: Changed endpoint format	Comment by Russell, Brian: Probably don’t need to version the service as there will be no external consumers ans we won’t need to maintain backwards compatability when making a breaking change.	Comment by Bhokarwad, Vidyasagar [2]: It is better to have version, we see there is no impact if we maintain it. If you still feel to remove it we will remove it.	Comment by Russell, Brian: OK, your decision, just suggesting to avoid any extra work.	Comment by Russell, Brian: REST design point:

/individual isn’t needed. 

Just 
     /sourcefiles 
Is necessary, rather than 
    /sourcefiles/individual 


/sourcefiles should return a list of individual source file resources when given the filter parameters you’ve shown.

To retrieve a specific sourcefile we’d append the ID in the context path such as

/sourcefiles/679
	Comment by Bhokarwad, Vidyasagar [2]: Same as above.
Figure 8: Get Report API

	Consolidated View
[image: ]

	Activity
	Description (Consolidated View)

	GRA_01
	User selects ‘FROM’ and ‘TO’ dates to get the specific period reconciliation details

	GRA_02
	getConsolidationReport REST API end point will be invoked with parameters ‘FROM’ & ‘TO’ dates

	GRA_03
	Repository method getReportByDates will be invoked to get the details from all required data from DB (Table: file_metadata, source_file, input_file & reconciliation_exception)

	GRA_04
	processConsolidationReportData  - process the returned data to generate consolidated view and set it in ConsolidationReportViewResponseBelow fields set for consolidated view
Business Unit, Application, File Name, Frequency, Screened For (PEP/Sactions), No. Of Files Scheduled to be screened, Files Sent (Pre-Analysed), Files Screened (Sentinel), Records Sent (Pre-analysed), Records Screened (Sentinel), Min Record Count, Max Record Count, File Reconcilation Success, Record Reconcilation Success, Screening Reconcilation Success
No. Of Files Scheduled to be screened – Compute based on frequency of each file & the period set by the user
Files Sent (Pre-Analysed) – Total number of source files actually received & scanned over the selected period
Files Screened (Sentinel) – Total number of files screened by Sentinel over the selected period
Records Sent (Pre-analysed) – Total number of consolidated records of source file received pre-analysed/screened over the selected period
Records Screened (Sentinel) - Total number of consolidated records screened by Sentinel over the selected period
Min Record Count – Min record count value of source file over the selected period
Max Record Count – Max record count value of source file over the selected period
File Reconcilation Success – %ge based on number of files screened by Sentinel versus number of files pre-analysed
Record Reconcilation Success - % ge based on number of records screened by Sentinel versus number of files pre-analysed
Screening Reconcilation Success - %ge based on number of files screened by Sentinel versus number of files scheduled to be screened

	GRA_05
	Set & prepare ConsolidationReportViewResponse and return it to controller


	GRA_06
	Return JSON data to frontend to display



	API URI
	Method 
	Request Payload
	Response Payload

	/v1/consolidation?from=yyyy-MM-dd&to=yyyy-MM-d&column1=value1&column2=value2&
sort=column1_ASC&pageNo=0&pageSize=10
	GET
	
	Reponse: 200 OK
{
    "items": [
        {
            "businessUnit": "BU1",
            "sourceSystem": "SS1",
            "fileName": "CDF_GBR_CCADB_Life_Customer.txt",
            "fileType": null,
            "frequency": "Daily",
            "expectedSrcFiles": 10,
            "fileSent": 5,
            "fileScreened": 5,
            "srcRecCnt": 1010,
            "inpRecCnt": 908,
            "minSrcRecCnt": 202,
            "maxSrcRecCnt": 202,
            "fileRecPer": 90.0,
            "recordRecPer": 80.0,
            "screenRecPer": 85.0
        },
        {
            "businessUnit": "BU1",
            "sourceSystem": "SS1",
            "fileName": "CDF_GBR_OAK.csv",
            "fileType": null,
            "frequency": "Daily",
            "expectedSrcFiles": 10,
            "fileSent": 1,
            "fileScreened": 1,
            "srcRecCnt": 8,
            "inpRecCnt": 6,
            "minSrcRecCnt": 8,
            "maxSrcRecCnt": 8,
            "fileRecPer": 90.0,
            "recordRecPer": 80.0,
            "screenRecPer": 85.0
        }
    ],
    "expectedSrcFilesTotal": 6,
    "fileSentTotal": 6,
    "fileScreenedTotal": 6,
    "srcRecCntTotal": 100,
    "inpRecCntTotal": 100,
    "minSrcRecCntTotal": 50,
    "maxSrcRecCntTotal": 60,
    "fileRecPerTotal": 90.0,
    "recordRecPerTotal": 90.0,
    "screenRecPerTotal": 90.0
}





Individual View

[image: ]

	Activity
	Description (Individual View)

	GRA_01
	User selects ‘FROM’ and ‘TO’ dates to get the specific period reconciliation details

	GRA_02
	getIndividualReport REST API end point will be invoked with parameters ‘FROM’ & ‘TO’ dates

	GRA_03
	Repository method getReportByDates will be invoked to get the details from all required data from DB (Table: file_metadata, source_file & reconciliation_exception)

	GRA_04
	processIndividualReportData- process the returned data to generate individual view and set it in IndividualReportViewResponse. This view  will display all record details for all files records stored over the selected period. Below fields set for individual view
Business Unit, Source System, File Name, Frequency, Screened For, Screening Day, Date File Sent, Time File Sent, Record Count, Date File Screened, Time File Screened, Record Count (Screened), Status, Failure Reason, Incident Id, Mitigation, Closed
Date File Sent & Time File Sent – Date & time for source file received
Record Count – Record count of source file
Date File Screened & Time File Screened - Date & time for Sentinel screened file received
Record Count (Screened) - Record count of Sentinel screened file
Status – Status of reconciliation result for each file (Pass, Fail, Pending)
Failure Reason – Reason of reconciliation failed (saved exception message) 
Incident/Excption Id – Exception id for each failure reason
Mitigation – Mitigation saved by user for failed reconciliation 
Closed – Closed date saved by user post reolution of exception

	GRA_05
	Set & prepare IndividualReportViewResponse and return it to controller

	GRA_06
	Return JSON data to frontend to display



Above API will be reused for filtering, sorting the data & to apply pagination. Paramateres will be added to request URL based on user selection.


	API URI
	Method 
	Request Payload
	Response Payload

	/v1/individual?from=yyyy-MM-dd
&to=yyyy-MM-dd&column1=value1&column2=
value2&sort=column1_ASC&pageNo=0&pageSize=10
	GET
	
	Reponse: 200 OK
{
    "items": [
        {
            "businessUnit": "BU1",
            "sourceSystem": "SS1",
            "fileName": "CDF_GBR_CCADB_Life_Customer.txt",
            "fileType": "SAN",
            "frequency": "Daily",
            "srcDatetime": "2020-09-12T00:00:00",
            "srcRecCnt": 202,
            "inpDatetime": "2020-09-12T00:00:00",
            "inpRecCnt": 202,
            "state": "Pass",
            "failureReason": "null",
            "exceptionId": null,
            "mitigation": "null",
            "generic": null,
            "closedDate": null,
            "internalExId": null
        },	
        {
            "businessUnit": "BU1",
            "sourceSystem": "SS1",
            "fileName": "CDF_GBR_CCADB_Life_Customer.txt",
            "fileType": "SAN",
            "frequency": "Daily",
            "srcDatetime": "2020-09-11T00:00:00",
            "srcRecCnt": 202,
            "inpDatetime": "2020-09-11T00:00:00",
            "inpRecCnt": 100,
            "state": "Fail",
            "failureReason": "Rec Count Mismatch",
            "exceptionId": "INC-00006",
            "mitigation": "null",
            "generic": null,
            "closedDate": "2020-09-14T00:00:00",
            "internalExId": 6
        },
     ]
"lastUpdated": "2020-09-17T12:15:25.108636"
}
















7.3.2.2.2 [bookmark: _Toc53046756]Export Report API 

[image: ] 	Comment by Russell, Brian: REST design point:

Again, don’t need versioning or the extra /individual on the context path	Comment by Bhokarwad, Vidyasagar [2]: Same as above. We are defining the different end points to export report because we different response to return hence can’t reuse get report api.	Comment by Russell, Brian: It doesn’t make sense from a REST design view.

/sourcefiles is the resource to be accessed to return sourcefile resources	Comment by Bhokarwad, Vidyasagar: Changed endpoint format
Figure 9: Export Report API 	

	Activity
	Description (Consolidated View)

	ERA_01
	User selects ‘FROM’ and ‘TO’ dates to get the specific period reconciliation details

	ERA_02
	exportConsolidationReport REST API end point will be invoked with parameters ‘FROM’ & ‘TO’ dates

	ERA_03
	Repository method getReportByDates will be invoked to get the details from all required data from DB (Table: file_metadata, source_file & reconciliation_exception)

	ERA_04
	processConsolidationReportData  - process the returned data to generate consolidated view and set it in ConsolidationReportViewResponseBelow fields set for consolidated view
Business Unit, Application, File Name, Frequency, Screened For (PEP/Sactions), No. Of Files Scheduled to be screened, Files Sent (Pre-Analysed), Files Screened (Sentinel), Records Sent (Pre-analysed), Records Screened (Sentinel), Min Record Count, Max Record Count, File Reconcilation Success, Record Reconcilation Success, Screening Reconcilation Success

	ERA_05
	Set & prepare ConsolidationReportViewResponse and return it to controller

	ERA_06
	Return CSV data to frontend to export data in CSV format



	Activity
	Description (Individual View)

	ERA_01
	User selects ‘FROM’ and ‘TO’ dates to get the specific period reconciliation details

	ERA_02
	processIndividualReportData REST API end point will be invoked with parameters ‘FROM’ & ‘TO’ dates

	ERA_03
	Repository method getReportByDates will be invoked to get the details from all required data from DB (Table: file_metadata, source_file & reconciliation_exception)

	ERA_04
	processIndividualReportData- process the returned data to generate individual view and set it in IndividualReportViewResponse. This view  will display all record details for all files records stored over the selected period. Below fields set for individual view
Business Unit, Source System, File Name, Frequency, Screened For, Screening Day, Date File Sent, Time File Sent, Record Count, Date File Screened, Time File Screened, Record Count (Screened), Status, Failure Reason, Incident Id, Mitigation, Closed

	ERA_05
	Set & prepare IndividualReportViewResponse and return it to controller

	ERA_06
	Return CSV data to frontend to export data in CSV format




7.3.2.2.3 [bookmark: _Toc53046757]Save Mitigation API

 [image: ]	Comment by Russell, Brian: You have the wrong resource being updated here.

The resource is exception (this is the error that has been created that needs a mitigation adding)

mitigation is an option attribute of exception

Should be 

PUT /v1/exception/{exceptionId}

	Comment by Bhokarwad, Vidyasagar: Replaced with correct resource
Figure 10: Save Mitigation API
	
	Activity
	Description 

	SMA_01
	User enters mitigation comments and/or closed date and click on save

	SMA_02
	updateMitigation REST API end point will be invoked with parameters ‘exception id’, ‘mitigation’ &/or ‘closed date’

	SMA_03
	Load the respective record from DB for given exception id (Table: reconciliation_exception)

	SMA_04
	Update fields for mitigation and closed date 

	SMA_05
	Save the ReconciliationException entity

	SMA_06
	Uptate the DB (Table: reconciliation_exception)




	API URI
	Method 
	Request Payload
	Response Payload

	PUT /v1/exception/{id}
	POST
	{
   "mitigation":"It's resolved",
   "closedDate":"2020-09-17T18:00:00"
}
	
















Class Diagram
[image: ]

[image: ]

8. [bookmark: _Toc53046758]Presentation – TBD
AML Reconciliation web application will be developed using Angular 11 framework.  Angular 11 is a Typescript based frontend web application framework for building client applications in HTML and Typescript that compiles to JavaScript. Framework combines declarative templates, dependency injection, end to end tooling, and integrated best practices to solve development challenges.
The front-end user screens are used for data presentation and user events. For the sake of maintenance and simple design, the front-end should be lightweight. It should be only responsible for data binding and informing the back-end server about user events, such as logging in, refreshing a page, editing information etc.. The back-end server will then process the data gathered from the front-end and give responses accordingly. The separation of the data binding and data manipulation delivers a simpler design of the system and achieves high maintainability. The business logic and rules can be changed centrally on the server and the data presentationin all front-ends will be updated automatically.

8.1 [bookmark: _Toc53046759]Technologies 
AML reconciliation user interface screens are developed using below technologies and respective versions. 
	
	Tool
	Version

	Nodejs
	12.18.3

	Npm
	6.14.6

	Angularjs
	11.0.0-next.2

	Visual studio code
	1.14



Dependency modules used for development to build navigation, reports, exports etc
· @angular/animations : ^11.0.0-next.2
· @angular/cdk : ^10.2.1
· @angular/common : ~11.0.0-next.2
· @angular/compiler : ~11.0.0-next.2
· @angular/core : ~11.0.0-next.2
· @angular/forms : ~11.0.0-next.2
· @angular/material : ^10.2.1
· @angular/platform-browser : ~11.0.0-next.2
· @angular/platform-browser-dynamic : ~11.0.0-next.2
· @angular/router : ~11.0.0-next.2
· bootstrap : ^4.5.2
· event-spinner : ^1.1.1
· font-awesome : ^4.7.0
· jquery : ^3.4.1
· nodemon : ^2.0.4
· rxjs : ~6.6.0
· tslib : ^2.0.0
· zone.js : ~0.10.2

8.2 [bookmark: _Toc53046760]Conventions and standards followed
Zurich atomic style guide will be followed for presentation layer and user interface conventions. 


8.3 [bookmark: _Toc53046761]User interface and screen design
<Define the screen layouts, view(s) and screen flows, and the set of graphical user interface components which enable the screen usage. Screen design should also cover the order or hierarchy of screens when several related screen views are needed. Examples include Info common platform clients and java clients.>
Home Screen
[image: ]

Login screen
[image: ]
8.4 [bookmark: _Toc53046762]Customer customized materials
<Define how printed material is prepared and output.>
8.5 [bookmark: _Toc53046763]Form design
<Define how forms are prepared and used. Forms are used to capture input and may include paper forms that are scanned into an application.>
8.6 [bookmark: _Toc53046764]Report design
<Define report layouts, how they are generated and output by the system.>
9. [bookmark: _Toc191956990][bookmark: _Toc212274779][bookmark: _Toc53046765]Data design details
[image: ]	Comment by Russell, Brian: Consider the following cases:

We have an incorrect match for some reason and how we would correct that in support by overwriting data.
 We need to know what input files have sucessfully been imported 

Including an input_file table and joining with the source file table would be more robust.

It would also enable us to record an audit trail of information we have ingested to the database, enabling the recovery requirement in the change order.


Matched source file / input file records have
source_file. input_file_id=input_record.id

Input data imported known by join on
input_file.id=input_record.input_file_id



	Comment by Bhokarwad, Vidyasagar: Added tables as sugested	Comment by Bhokarwad, Vidyasagar [2]: file_metadata & business_unit are linked using file_metadata_business_units table	Comment by Russell, Brian: file_metadata – file_metadata_business_units is many to many (one business unit has multiple files, one file belongs to many business units) so needs a link table

10. [bookmark: _Toc53046766]Mapping Documents
1. Dashboard users and Access permission mapping




2. Reconciliation Failure Notifications  
Mapping details for exception type, ource file names & mail recepients

		

3. UK Sentinel File Details
Maping details for business unit, source application & source file names




11. [bookmark: _Toc51182149][bookmark: _Toc53046767]Transition flow
 NA
12. [bookmark: _Toc51182150][bookmark: _Toc53046768]Commonality 
N/A
13. [bookmark: _Toc51182151][bookmark: _Toc53046769]Technical design and technology related detailed design
All design details are alreday covered under section 7.3 Services
14. [bookmark: _Toc51182152][bookmark: _Toc53046770]Information element table 
<The following table provides a means to list the project specific information elements which are used and where each is defined. Zurich may specify what is required from a supplier in this table.>
	Information element
	Applicable
	Project specific element
	Where defined

	Purpose
	
	
	

	Scope
	
	
	

	Design assumptions, requirements and constraints
	
	
	

	Design alternatives
	
	
	

	Standards
	
	
	

	Design standards
	
	
	

	Naming conventions
	
	
	

	Programming standards
	
	
	

	Tools used
	
	
	

	Application design model
	
	
	

	Process Logic
	
	
	

	Business flow
	
	
	

	Transaction flow
	
	
	

	Services
	
	
	

	Online services
	
	
	

	Batch services
	
	
	

	Presentation
	
	
	

	Conventions and standards followed
	
	
	

	User interface and screen design
	
	
	

	Customer customized materials
	
	
	

	Form design
	
	
	

	Report design
	
	
	

	Data design details
	
	
	

	Transition flow
	
	
	

	Commonality
	
	
	

	Technical design and technology related design
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Dashboard Users -  Permission Mapping.xlsx


Dashboard Users - Permission Mapping.xlsx
GAD Group (1)

		TEAM NAME		NAME		EMAIL ID		GITDIR ID		CDF_GBR_CCADB_Life_Customer.txt		CDF_GBR_CCADB_Life_Customer_PEP.txt		CDF_GBR_CCADB_Life_Agent.txt		CDF_GBR_CCADB_HR.TXT		CDF_GBR_ZRS_FNZ.TXT		CDF_GBR_ZRS_FNZ_PEP.TXT		CDF_GBR_DEATH_CLAIMS.TXT		CDF_GBR_DEATH_CLAIMS_PEP.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS_PEP.TXT		CDF_GBR_SIML_CLAIMS.TXT		CDF_GBR_SIML_CLAIMS_PEP.TXT		CDF_GBR_ZAL_CLAIMS.TXT		CDF_GBR_ZAL_CLAIMS_PEP.TXT		CDF_GBR_IPAS_PPS.TXT		CDF_GBR_NORDIC_PLTRAVEL.TXT		CDF_GBR_CCADB_GI.TXT		CDF_GBR_UKGIClaims_GENZCLAIMextract.txt		CDF_GBR_UKGIClaims_COGENextract.txt		CDF_GBR_UKGIClaims_ZPCi90extract.txt		CDF_GBR_UKGIClaims_ULTIMAextract.txt		CDF_GBR_UKGIClaims_IMACSextract.txt		CDF_GBR_UKGIClaims_FAMEextract.txt		CDF_GBR_UKGIClaims_CHSextract.txt		CDF_GBR_UKGIClaims_ZEUS.TXT		CDF_GBR_CPAS_Customer.csv		CDF_GBR_CPAS_Customer_PEP.csv		CDF_GBR_666.TXT		CDF_GBR_SSG_SENTINEL.TXT		CDF_GBR_SSG_SENTINEL_PEP.TXT		CDF_GBR_OAK.CSV		CDF_GBR_ZHorizon_UK_Sanctions_All.txt		CDF_GBR_ZHorizon_UK_Sanctions_Cedants.txt		CDF_GBR_ZHorizon_UK_Sanctions_DnB.txt		CDF_GBR_UKGIClaims_ZPCVlctyExtract.txt		CDF_GBR_UKGICust_ZPCVlctyExtract.txt		CDF_GBR_EXAMPLE_AGENCY_SENTINEL.TXT		CDF_GBR_CUTAS.TXT		CDF_GBR_CUTAS_PEP.TXT		CDF_GBR_EXAMPLE_SENTINEL.TXT		CDF_GBR_NORDIC_EZYTRAVEL.CSV		CDF_UK_DASCHEMES.txt

		Financial Crime Team		Andrew Roberts		andrew.roberts2@uk.zurich.com		ANDREW.ROBERTS2		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE

		Financial Crime Team		Mark Sallis		mark.sallis@uk.zurich.com		MARK.SALLIS		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Financial Crime Team		Mark Brown		mark.brown@uk.zurich.com		MARK.M.BROWN		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE

		Financial Crime Team		Julia Caton		julia.1.caton@uk.zurich.com		J.CATON		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Financial Crime Team		Richard Plumbridge		richard.plumbridge@uk.zurich.com		RICHARD.PLUMBRIDGE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Financial Crime Team		Carolyn Morse		carolyn.morse@uk.zurich.com		CAROLYN.MORSE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE
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GAD Group (2)

		TEAM NAME		NAME		EMAIL ID		GITDIR ID		CDF_GBR_CCADB_Life_Customer.txt		CDF_GBR_CCADB_Life_Customer_PEP.txt		CDF_GBR_CCADB_Life_Agent.txt		CDF_GBR_CCADB_HR.TXT		CDF_GBR_ZRS_FNZ.TXT		CDF_GBR_ZRS_FNZ_PEP.TXT		CDF_GBR_DEATH_CLAIMS.TXT		CDF_GBR_DEATH_CLAIMS_PEP.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS_PEP.TXT		CDF_GBR_SIML_CLAIMS.TXT		CDF_GBR_SIML_CLAIMS_PEP.TXT		CDF_GBR_ZAL_CLAIMS.TXT		CDF_GBR_ZAL_CLAIMS_PEP.TXT		CDF_GBR_IPAS_PPS.TXT		CDF_GBR_NORDIC_PLTRAVEL.TXT		CDF_GBR_CCADB_GI.TXT		CDF_GBR_UKGIClaims_GENZCLAIMextract.txt		CDF_GBR_UKGIClaims_COGENextract.txt		CDF_GBR_UKGIClaims_ZPCi90extract.txt		CDF_GBR_UKGIClaims_ULTIMAextract.txt		CDF_GBR_UKGIClaims_IMACSextract.txt		CDF_GBR_UKGIClaims_FAMEextract.txt		CDF_GBR_UKGIClaims_CHSextract.txt		CDF_GBR_UKGIClaims_ZEUS.TXT		CDF_GBR_CPAS_Customer.csv		CDF_GBR_CPAS_Customer_PEP.csv		CDF_GBR_666.TXT		CDF_GBR_SSG_SENTINEL.TXT		CDF_GBR_SSG_SENTINEL_PEP.TXT		CDF_GBR_OAK.CSV		CDF_GBR_ZHorizon_UK_Sanctions_All.txt		CDF_GBR_ZHorizon_UK_Sanctions_Cedants.txt		CDF_GBR_ZHorizon_UK_Sanctions_DnB.txt		CDF_GBR_UKGIClaims_ZPCVlctyExtract.txt		CDF_GBR_UKGICust_ZPCVlctyExtract.txt		CDF_GBR_EXAMPLE_AGENCY_SENTINEL.TXT		CDF_GBR_CUTAS.TXT		CDF_GBR_CUTAS_PEP.TXT		CDF_GBR_EXAMPLE_SENTINEL.TXT		CDF_GBR_NORDIC_EZYTRAVEL.CSV		CDF_UK_DASCHEMES.txt

		Financial Crime Ops & Governance		Stephen Matthews		steve.matthews@uk.zurich.com		STEVE.MATTHEWS		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE

		Financial Crime Ops & Governance		Rebecca McGeoch		rebecca.mcgeoch@uk.zurich.com		REBECCA.MCGEOCH		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Financial Crime Ops & Governance		Suzanne Marshall		suzanne.marshall@uk.zurich.com		SUZANNE.MARSHALL		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Financial Crime Ops & Governance		Samantha Lucas		samantha.lucas@uk.zurich.com		SAMANTHA.LUCAS		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE

		Financial Crime Ops & Governance		Claire Gourley		claire.gourley@uk.zurich.com		CLAIRE.GOURLEY		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU
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GAD Group (3)

		TEAM NAME		NAME		EMAIL ID		GITDIR ID		CDF_GBR_CCADB_Life_Customer.txt		CDF_GBR_CCADB_Life_Customer_PEP.txt		CDF_GBR_CCADB_Life_Agent.txt		CDF_GBR_CCADB_HR.TXT		CDF_GBR_ZRS_FNZ.TXT		CDF_GBR_ZRS_FNZ_PEP.TXT		CDF_GBR_DEATH_CLAIMS.TXT		CDF_GBR_DEATH_CLAIMS_PEP.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS_PEP.TXT		CDF_GBR_SIML_CLAIMS.TXT		CDF_GBR_SIML_CLAIMS_PEP.TXT		CDF_GBR_ZAL_CLAIMS.TXT		CDF_GBR_ZAL_CLAIMS_PEP.TXT		CDF_GBR_IPAS_PPS.TXT		CDF_GBR_NORDIC_PLTRAVEL.TXT		CDF_GBR_CCADB_GI.TXT		CDF_GBR_UKGIClaims_GENZCLAIMextract.txt		CDF_GBR_UKGIClaims_COGENextract.txt		CDF_GBR_UKGIClaims_ZPCi90extract.txt		CDF_GBR_UKGIClaims_ULTIMAextract.txt		CDF_GBR_UKGIClaims_IMACSextract.txt		CDF_GBR_UKGIClaims_FAMEextract.txt		CDF_GBR_UKGIClaims_CHSextract.txt		CDF_GBR_UKGIClaims_ZEUS.TXT		CDF_GBR_CPAS_Customer.csv		CDF_GBR_CPAS_Customer_PEP.csv		CDF_GBR_666.TXT		CDF_GBR_SSG_SENTINEL.TXT		CDF_GBR_SSG_SENTINEL_PEP.TXT		CDF_GBR_OAK.CSV		CDF_GBR_ZHorizon_UK_Sanctions_All.txt		CDF_GBR_ZHorizon_UK_Sanctions_Cedants.txt		CDF_GBR_ZHorizon_UK_Sanctions_DnB.txt		CDF_GBR_UKGIClaims_ZPCVlctyExtract.txt		CDF_GBR_UKGICust_ZPCVlctyExtract.txt		CDF_GBR_EXAMPLE_AGENCY_SENTINEL.TXT		CDF_GBR_CUTAS.TXT		CDF_GBR_CUTAS_PEP.TXT		CDF_GBR_EXAMPLE_SENTINEL.TXT		CDF_GBR_NORDIC_EZYTRAVEL.CSV		CDF_UK_DASCHEMES.txt

		Sentinel Business Desk		Mark Denham		mark.denham@uk.zurich.com		MARK.DENHAM		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Sentinel Business Desk		Amy Townsend		amy.townsend@uk.zurich.com		AMY.TOWNSEND		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Sentinel Business Desk		Robert Craft		robert.1.craft@uk.zurich.com		ROBERT.1.CRAFT		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Sentinel Business Desk		Jasdip Kaur 		jasdip.kaur@uk.zurich.com		JASDIP.KAUR		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE

		Sentinel Business Desk		Jamie Gibbons		jamie.gibbons1@uk.zurich.com		JAMIE.GIBBONS1		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE
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GAD Group (4)

		TEAM NAME		NAME		EMAIL ID		GITDIR ID		CDF_GBR_CCADB_Life_Customer.txt		CDF_GBR_CCADB_Life_Customer_PEP.txt		CDF_GBR_CCADB_Life_Agent.txt		CDF_GBR_CCADB_HR.TXT		CDF_GBR_ZRS_FNZ.TXT		CDF_GBR_ZRS_FNZ_PEP.TXT		CDF_GBR_DEATH_CLAIMS.TXT		CDF_GBR_DEATH_CLAIMS_PEP.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS_PEP.TXT		CDF_GBR_SIML_CLAIMS.TXT		CDF_GBR_SIML_CLAIMS_PEP.TXT		CDF_GBR_ZAL_CLAIMS.TXT		CDF_GBR_ZAL_CLAIMS_PEP.TXT		CDF_GBR_IPAS_PPS.TXT		CDF_GBR_NORDIC_PLTRAVEL.TXT		CDF_GBR_CCADB_GI.TXT		CDF_GBR_UKGIClaims_GENZCLAIMextract.txt		CDF_GBR_UKGIClaims_COGENextract.txt		CDF_GBR_UKGIClaims_ZPCi90extract.txt		CDF_GBR_UKGIClaims_ULTIMAextract.txt		CDF_GBR_UKGIClaims_IMACSextract.txt		CDF_GBR_UKGIClaims_FAMEextract.txt		CDF_GBR_UKGIClaims_CHSextract.txt		CDF_GBR_UKGIClaims_ZEUS.TXT		CDF_GBR_CPAS_Customer.csv		CDF_GBR_CPAS_Customer_PEP.csv		CDF_GBR_666.TXT		CDF_GBR_SSG_SENTINEL.TXT		CDF_GBR_SSG_SENTINEL_PEP.TXT		CDF_GBR_OAK.CSV		CDF_GBR_ZHorizon_UK_Sanctions_All.txt		CDF_GBR_ZHorizon_UK_Sanctions_Cedants.txt		CDF_GBR_ZHorizon_UK_Sanctions_DnB.txt		CDF_GBR_UKGIClaims_ZPCVlctyExtract.txt		CDF_GBR_UKGICust_ZPCVlctyExtract.txt		CDF_GBR_EXAMPLE_AGENCY_SENTINEL.TXT		CDF_GBR_CUTAS.TXT		CDF_GBR_CUTAS_PEP.TXT		CDF_GBR_EXAMPLE_SENTINEL.TXT		CDF_GBR_NORDIC_EZYTRAVEL.CSV		CDF_UK_DASCHEMES.txt

		P&C Claims		Kirsty Wilson		kirsty.wilson@uk.zurich.com		KIRSTY.WILSON		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Natasha Hughes		natasha.hughes@uk.zurich.com		NATASHA.HUGHES		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Angie Dugan		angie.dugan@uk.zurich.com		ANGIE.DUGAN		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Kevin Vincent		kevin.vincent@uk.zurich.com		KEVIN.VINCENT		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Kim Pickett		kim.pickett@uk.zurich.com		KIM.PICKETT		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Sharon Rodgers		sharon.rodgers@uk.zurich.com		SHARON.RODGERS		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Paul Richards		paul.richards@uk.zurich.com		PAUL.RICHARDS		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE
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AML Sentinel Reconciliation Dashboard -
Individual View
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Dashboard Export Report Sequence Diagram
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Dashboard Save Mitigation Sequence Diagram
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Atoms

Definition Atoms are the smallest component of Ul design, and define the lowest
level of detail for Ul components. Atoms are combined to make molecules.





Atoms Colours

Primary Colours Secondary Colours

Grey 10% Light Grey 5% Mid Grey 45% Dark Grey Sky Blue Mid Blue
#EGEGE6 #F3F3F3 #B8EBESE #3E3E3E #009EEO #4F90c8

Zurich Blue 1 Zurich Blue 1 75% Zurich Blue 2 White
#003399 #4066B3 #000066 #FFFFFF Teal Turquoise Lemon Orange salmon
#007396 #00BFB3 #EOE27C #F69C00 #EA635C
Usage Usage
The primary palette is principally used for neutral The secondary palette is used for buttons, infographics and

backgrounds and for typography. to call attention to Ul elements.





COMPONENT SPEC - BUTTONS

28px 28px

airac coriraly UCASICICINN80x  BUTTON SMALL

Swiss 721 light 14px White This padding is only wher

o Oy Wi
the button is right aligned.

Copy is vertically Touch me. Go on.

aligned centrally

xdot

BUTTON MEDIUM

Swiss 721 Light Italic 14px White This padding is only when
the button is right alkigned.

Background colour - DSD8D8

Disabled

Font colour - 3E3E3E (Dark gray)

Hover state

Font colour - White

Regular state

Font colour - White

I'm a link without hover state.

Background colour - 406683 (Zurich Blue 1 75%)

_ Background colour - 003399 (Zurich Blue 1)

Swiss 721 Light Underline 14px Zurich Blue 1

HEX - 003399

VO.1

I'm a link with hover state.

Swiss 721 Light Underline 14px Dark Grey

HEX - SESE3E (Dark grey)





Atoms

Our primary typeface
for webistes is
Swiss721 compared
to above the line.

Typeface

Our primary typeface Usage in
Swiss721 Light should be ' ' Headline 1
used for headlines SW|SS721 nght :
Headline 2
ABCDEFGHIJKLMNOPQRSTUVWXYZ :
Headline 4

Swiss721 Roman  should be used
for navigation and bodycopy.

Swiss721 Bold should be
used for Call to actions,
navigation and links.

abcdefghijkimnopqgrstuvwxyz
1234567890&%

Swiss721 Roman

ABCDEFGHIJKLMNOPQRSTUVWXYZ
abcdefghijkimnopgrstuvwxyz
1234567890&%s

Swiss721 Bold

ABCDEFGHIJKLMNOPQRSTUVWXYZ

Navigation mobile 1
Navigation mobile 2
Navigation main

Navigation megadropdown 2
Body copy

Label

Call to action
Navigation megadropdown 1
Link

abcdefghijklmnopqrstuvwxyz Footer
1234567890&%
Our narrative typeface
Swiss721 Bold  should be GaramOﬁd Re ular Quotation 1
used for quotations. g Quotation 2

ABCDEFGHIJKLMNOPQRSTUVWXYZ

abcdefghijklmnopqrstuvwxyz
1234567890&%0






Atoms | Typeface - Size and spacing

| am some H1 Copy. | win.
Line height - 22px

| am some H2 Copy. | win.
Line height - 16px

| am some H3 Copy. | win.
Line height - 16px

| am some H4 Copy. | win.

Line height - 16px

| am some Body Copy.
Line height - 16px

[ am Some subtext.
Line height - 16px

| am a link, click me
Line height - 16px

Swiss 721 Light - 36px - Dark Grey

Swiss 721 Light - 26px - Dark Grey

Swiss 721 Light - 20px - Dark Grey

(Garamond

Garamond Text 50px VWhite

Not sure if you've

got a savings gap’

Swiss 721 Bold - 16px - Dark Grey

Swiss 721 Roman - 14px - Dark Grey

Swiss 721 Light ltalic - 14px - Dark Grey

Swiss 721 Light underline - 14px - Zurich Blue 1

Garamond - Title text 32px White or Zurich Blue 1

Garamong

Garamond Text 50px Zurich Blua 1

Spacing & Typography

Text sizes and spacing are consistent and only
changed by exception. The position of text
should always be determined by the element
above it or in which it sits, for example, cards
dictate the margin above and to the left of
text, and text atoms dictate the space
between them and text elements below.
Spacing is taken from the bottom of the
element not from the type baseline.





COMPONENT SPEC - TOOLTIPS TYPE | - Single line of information.

Inactive tooltip

£224.00 O

£38,400.00

£128.00

£224.00

Monthly

@

@

@

_.5 Help tooltip appears above tooltip like this.
X
S5px
£224.00 ©
Font in White - Swiss 721 Roman
in size 14.
Active tooltip £38.400.00 ©

Help tooltip appears above tooltip like this.

£224.00 ©

Monthly @

Default tooltip action is for it to be positioned
above and to the left of the tooltip as shown.
Tooltip does not change the state of the designs
underneath and just hovers over the top.

VO.1





COMPONENT SPEC - TOOLTIPS TYPE | - If there is no space for tooltip. VO.1

£511.00 @ £511.00 @

10pXx

f there isn’t enough space it goes below...

If there isn’t enough space it goes below...

xdoz

In the event that there isn’t physically enough space above the tooltip, Font in White - Swiss 721 Roman
for instance if the tooltip was in a header, then the tooltip will appear in size 14.
below the tooltip.





COMPONENT SPEC -

POPOVER - expanded

Popover content is more than 320 characters and spaces

On desktop and tablet devices
--- 235px is maximum line length ---

padding 20px
The help info popover appears here if

a user clicks or hovers over the info

icon. If more than 320 character...
more

10px

Parent item @

Mobile device width (320px)
Margin

The help info popover appears here if
a user clicks or hovers over the info

icon. If more than 320 character...

more

Parent item @

Click to expand

S5px

Margin

Click to show or hide once in view

Expanded view

padding 20px
After clicking the more link the popover

=spwill expand to show a maximum of 640

characters and spaces. In the rare in-

stance that a link is required within the
info text a new window will be spawned
in a new tab after clicking it.

10px

. Spx
Parent item @

When a link is required to take the user to a bigger
article. The link in the popover text opens the main
resource article in a new tab in the browser

Click outside popover or on info icon to hide

V0.1





COMPONENT SPEC - TOOLTIPS TYPE Il - Tooltip placement for login/registration

hange your password

Dashboard Profile Messages

—dit your password

This will change your login email and the email we use to contact you.

Type your existing password

Joode ek doke ke

Type your new password

*****'

Type your new pasword again

{ Cancel

| .

Password rules

Your password needs to have both

upper and lower case characters
and at least one number.

Help & Support

VO.1

For ‘password prompting tips' and for
‘error messages’ during login/registration
if there is space for the tooltip to appear
on the right it will by default.

If there isn’'t due to screen size it will
appear above as per mobile view.





COMPONENT SPEC - TOOLTIPS TYPE Il - Tooltip behaviour on mobile or responsive view. VO.1

—dit your password —dit your password

This will change your login email and the

Password rules

Password rules

Your password needs to have both

upper and lower case characters and
at least one number.

Tooltip appears above the entry field.
In this scenario the tooltip length is
the same as the entry field as shown.

Your password needs to have both

upper and lower case characters and
at least one number.

Also note that the triangle indicator
touches and becomes centered to
the entry field when there is no

Type your new password

] e tooltip icon to lead from.
Type your new pasword again Type your new pasword again
Tool tip with icon Tooltip without icon

Tooltip brances from icon and same rulings
applies as per tooltip ‘single line information’






\Volecules

Definition Molecules are created through combining Atoms. The rules of the
Atoms are respected within the Molecule unless specifically required to change for a
particular Molecule.





Molecules | Dashboard Cards

22px Swiss 721 Light 16px Swiss 721 Light 2px corner radius

|

26px

Your profile Is...
16pXx
Lorem Ipsum dolor sit amet, altera splendide concluda

turque pri ad, te nec exerci ornatus minimum. Lorem ipsum
dolor sit amet, altera splendide concluda turque pri ad, te
26py 1€C exerci ornatus minimum. 26px
Paragraph spacing - 26px
Lorem ipsum dolor sit amet, altera splendide concluda
turque pri ad, te nec exerci ornatus minimum up.

26px———content——26pXx

26pX View profile

26px

Spacing & Typography

Spacing and typography are consistent within cards. Margins
are sued to define the relationship between elements within
the card and the container they live within.

Your profile is...

Lorem ipsum dolor sit amet, altera splendide concluda
turque pri ad, te nec exerci ornatus minimum. Lorem ipsum
dolor sit amet, altera splendide concluda turgue pri ad, te
nec exerci ornatus minimum.

Lorem ipsum dolor sit amet, altera splendide concluda
turque pri ad, te nec exerci ornatus minimum up.

View profile

Sizing

Card width is defined by the grid. Heigh is dictated by the
content, with vertical margins always consistent for H1, H2,
H3 and body copy. These values should be defined within
these elements other than specifically for each card and only
changed by exception.





COMPONENT SPEC - DASHBOARD CARDS

26pX
swiss 721——YOUr retirement funds
Roman 22px 220X
Swiss 721—£1 20 OOO
o Total savin s Ralue
30px g1 8pX
18px
$£120, OOO
Swiss 721 Total savmgs Ralue
Roman 14px 18px
18px
Total savmgs value
17px
o >
oTomx G :
-Button centered- 26pXx

Swiss 721 Light
10pXx

Swiss 721
Roman 22px

Your retirement funds

120,000

Total savings value

120,000

Jotal savings value

120,000

Total savings value

Let’s get started

V0.1

26pX





COMPONENT SPEC - DASHBOARD CARDS

Swiss 721 Card title

Roman 26px
22px Field label
10pXx
=
3 B62px
X
Swiss 721 Field label
Roman 14px

370px Let’s get started

-Button centered- 26pX

26pX

xdog

Abcyg

Ascent
Ab Cyg Baseline

-------------------------------------------------- Descent

NB. All type spacings are taken from the descent line

1px stroke 6px corner radius

xdot
@
S
X

14pX Search

Username
10pXx

14;% Typed text| ]

VO.1





Molecules | Modal - Global guidelines

In order to support accessibility the text “Esc to close” In order to support accessibility the text “Esc to close”
(hidden visually and only readable by a screen reader) . (hidden visually and only readable by a screen reader)
DeS kto p should be included in just after the modal header. MO bl Ie should be included in just after the modal header.
Max width of title and body - 325px Modal width - 100%
60 X ¢ 60 X
ose
3. Modal header 45X X 45D 3. Modal header
26pXx clickarga 26px
body area body area

The modal variants (e.g. Error, Warning, Helper, Confirm/Prompt
or Data Capture) dictate what is displayed within a modals body
and button area. The body area may contain, text, images or
buttons
depending upon the functional requirements of the modal.
Standard typographic padding rules apply.

This contains rich text.

The modal variants (e.g. Error, Warning, Helper,
60pXx 26pK Confirm/Prompt or Data Capture) dictate what is dis-

|

|

|

|

|

60px é
| played within a modals body area. The body and button 1
|

|

|

|

|

|

|

|

|

|

|

margin argin

margin marg|n ) i
area may contain, text, images or buttons
depending upon the functional requirements of the
modal. Standard typographic padding rules apply.
This contains rich text.

— e — — — — — — — — — — —

base padding

base padding 26px

Modal background 100% height x 100% width - Colour #3E3E3E 0.2 alpha (20%)





Molecules

Modal Success - Consolidation results

26px
Congratulations
26px
The following accounts are now connected
26px
‘ 26px
Acme incorporated pension fund - ac098767
14px 26px
Old timers retirement saving - zz567897866865
20px
E‘Uﬂx 50[3:-:
26px

SESESE @ 0.2a

Text note for developers to use on the
‘or Esc’ element:

In order to support accessibility on the site. The text "Esc
to close" (hidden visually and only readable by a screen
reader) should be included in modal dialogs.

Place it just after the header title.

See accessibility about the esc function mapped to the
close function.

https://accessibility.oit.ncsu.edu/training/aria/modal-

window/






Molecules

Modal - Error

26px
Well this is awkward

26X

60pXx
padding

60pX
padding

20px
We're very sorry, but this doesn't seem to be working

at the moment. You can try again a little later or if the

problem persists, get in touch with us.
40px

20pX

SE3E3E @ 0.2a

Text note for developers to use on the
‘or Esc’ element:

In order to support accessibility on the site. The text "Esc
to close" (hidden visually and only readable by a screen
reader) should be included in modal dialogs.

Place it just after the header title.

See accessibility about the esc function mapped to the
close function.

https://accessibility.oit.ncsu.edu/training/aria/modal-





Molecules

Modal - Example, no image

T

Paragraphs and no image modal
We're very sorry, but this doesn't seem to be working

at the moment. You can try again a little later or if the

problem persists, get in touch with us.

Or if the problem persists try again at another time or
as directly.

3ESESE @ 0.2a

Buttons are centered
horizontally to the modal,





Molecules | Modal - Example, 2 buttons

2k 7
s

Well this is awkward

P

3E3E3E @ 0.2a

| - 20px
We're very sorry, but this doesn't seem to be working
at the moment. You can try again a little later or if the

problem persists, get in touch with us.

Buttons are centered horizontally
to the modal. Button lengths are
depicted by word length and spacing
as per 'small button' ruling.





Molecules | Modal placement

Well this is awkward Modal is centered vertically and
horizontally based on the users
viewable screen size.

We're very sorry, but this doesn't seem to be working
at the moment. You can try again a little later or if the
problem persists, get in touch with us.






Organisms

Definition Organisms are made up of Atoms and Molecules to create full page
layouts. Organisms are an expression of multiple Atoms and Molecules with the
Laws applied.





Contact us Sign out
Dashboarad Z

ZURICH

Welcome Dashboard Account Mailbox What is FutureYou? Help & Support

Welcome back
@ Lifelong Learner

Your retirement funds Picture this Not quite finished?

E _1 2 O O O O Want to rethink your ideal retirement?
’ If you've already started a
lotal savings value to 24 hours old

Total income needed £1444 /month :

pension transfer request you
=
can pick it up now.
81 ,240 /\/ Income you might get £247 /month /
Retirement income p/m It's ready and waiting, just

where you left it, let's pick it

Your planned retirement age up Now.
9,000 4
)
55

lotal iInvestment return

[ See more ] [ Play again ] Find out more

‘Y)@at the SCamIneI_S 'ﬁred ijargon.; The July budg@t

Read our handy guide on things to We've translated common pensions Read our handy guide on things to
watch out for to help you avoid the and finance terms into plain English so watch out for to help you avoid the
most common scams. you can cut through the jargon. most common scams.

[ Show me [ Show me ] [ Show me ]






Contact us Sign out
Dashboarad ?

ZURICH

Welcome Dashboard Account Mailbox What is FutureYou? Help & Support

Welcome back
@ Lifelong Learner

Your retirement funds Picture this

2 Is this still your retirement plan?
r { r > . - N Yy~ - - - ~ '
Your National Insurance Number Lets get you up and running. Your '

Zurich retirement savings. All there to |
; Total income needed £1444 /month

see. In one handy place.
! Income you might get £247 /month
Your Zurich policy number @ .
."' i &

Your planned retirement age

55

[ Play again }

peat the SCamme,., Tired of jargop > Petter togethe,

@ ]
Read our handy guide on things to We've translated common pensions You could be better off transferring
watch out for to help you avoid the and finance terms into plain English so your old pensions into a single Zurich
most common scams. you can cut through the jargon. pension plan.

[ Show me [ Show me ] [ FInd out more ]






Dashboard

Let'sdo it

Keep in touch

We'd love to keep in touch about things we thing you'll like. But we know your
inboc is a sacred place so if you're happy to receive this info, just select “Yes,

keep in touch”. Privacy Policy

Nothing through the post, just a short email about things you'll like.

Keep in touch and you can also do your bit for charity. Vote for one of this

month’s good causes supported by the Zurich Community Trust, a
registered charity in its own right, and we’ll donate £500 between them.

The more votes a charity gets, the bigger the share they'll receive.
In March 2016 I'd like to support:

@ Good cause 1 Z)

(O Good cause 2 ZURICH
(O Good cause 3 Community trust






| QWS

Definition Laws govern all Atoms, Molecules ad Organisms to create an
ecosystem of components that have defined behaviour in any given context or on
any given device.





The grid

1200px + 992px - 1199px 786px - 991px Opx - 767px
Desktop HD Desktop Tablet Mobile
Widescreen desktops maintain a 12 column grid with any Desktop layouts maintain a standard 12 column Tablets keep the same column size Mobile layouts reduce
extra space absorbed by the left and right margins, keeping grid, sacrificing edge padding as required. to a 12 column layout, to a single column with
eft and right margins.

the content centred.
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73 ZURICH [T,

AML Sentinel Reconciliation

Zurich UK General Insurance (UKGI) consumes risk and compliance services through the Fircosoft Sentinel service provided by Accuity https://accuity.com/fircosoft/). The Sentinel
service is used to monitor Zurich transactions for Anti Money Laundering (AML) and Politically Exposed Persons (PEP) compliance.

1. AML Reconciliation will act as an intermediary between the sending and receipt of files between Zurich and Sentinel. It will provide an audit history of files
sent for scanning and scanning results received from Sentinel that addresses the issue identified by audit.

2. Files will no longer be placed directly into the MovelT DMZ. Instead, all files will be routed via staging areas under application control.

3. Source files generate from systems will be transferred to an input staging area. Files manually uploaded by users will be placed in a file system share, then
transferred to the input staging area by Movelt. This will ensure that no source files are lost due to systems or users sending a file with the same name
through twice. Source files from Oak Underwriting uses will also be transferred to this staging area via the DMZ.

4. AML Reconciliation will read source files & their contents from the staging are and record details of each, storing the details in the Reconciliation database.





image24.png
ZURICH AML Sentinel  Home

User Name :

Login

Enter User Name

Password:

Enter password
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Dashboard Users - Permission Mapping.xlsx
GAD Group (1)

		TEAM NAME		NAME		EMAIL ID		GITDIR ID		CDF_GBR_CCADB_Life_Customer.txt		CDF_GBR_CCADB_Life_Customer_PEP.txt		CDF_GBR_CCADB_Life_Agent.txt		CDF_GBR_CCADB_HR.TXT		CDF_GBR_ZRS_FNZ.TXT		CDF_GBR_ZRS_FNZ_PEP.TXT		CDF_GBR_DEATH_CLAIMS.TXT		CDF_GBR_DEATH_CLAIMS_PEP.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS_PEP.TXT		CDF_GBR_SIML_CLAIMS.TXT		CDF_GBR_SIML_CLAIMS_PEP.TXT		CDF_GBR_ZAL_CLAIMS.TXT		CDF_GBR_ZAL_CLAIMS_PEP.TXT		CDF_GBR_IPAS_PPS.TXT		CDF_GBR_NORDIC_PLTRAVEL.TXT		CDF_GBR_CCADB_GI.TXT		CDF_GBR_UKGIClaims_GENZCLAIMextract.txt		CDF_GBR_UKGIClaims_COGENextract.txt		CDF_GBR_UKGIClaims_ZPCi90extract.txt		CDF_GBR_UKGIClaims_ULTIMAextract.txt		CDF_GBR_UKGIClaims_IMACSextract.txt		CDF_GBR_UKGIClaims_FAMEextract.txt		CDF_GBR_UKGIClaims_CHSextract.txt		CDF_GBR_UKGIClaims_ZEUS.TXT		CDF_GBR_CPAS_Customer.csv		CDF_GBR_CPAS_Customer_PEP.csv		CDF_GBR_666.TXT		CDF_GBR_SSG_SENTINEL.TXT		CDF_GBR_SSG_SENTINEL_PEP.TXT		CDF_GBR_OAK.CSV		CDF_GBR_ZHorizon_UK_Sanctions_All.txt		CDF_GBR_ZHorizon_UK_Sanctions_Cedants.txt		CDF_GBR_ZHorizon_UK_Sanctions_DnB.txt		CDF_GBR_UKGIClaims_ZPCVlctyExtract.txt		CDF_GBR_UKGICust_ZPCVlctyExtract.txt		CDF_GBR_EXAMPLE_AGENCY_SENTINEL.TXT		CDF_GBR_CUTAS.TXT		CDF_GBR_CUTAS_PEP.TXT		CDF_GBR_EXAMPLE_SENTINEL.TXT		CDF_GBR_NORDIC_EZYTRAVEL.CSV		CDF_UK_DASCHEMES.txt

		Financial Crime Team		Andrew Roberts		andrew.roberts2@uk.zurich.com		ANDREW.ROBERTS2		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE

		Financial Crime Team		Mark Sallis		mark.sallis@uk.zurich.com		MARK.SALLIS		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Financial Crime Team		Mark Brown		mark.brown@uk.zurich.com		MARK.M.BROWN		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE

		Financial Crime Team		Julia Caton		julia.1.caton@uk.zurich.com		J.CATON		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Financial Crime Team		Richard Plumbridge		richard.plumbridge@uk.zurich.com		RICHARD.PLUMBRIDGE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Financial Crime Team		Carolyn Morse		carolyn.morse@uk.zurich.com		CAROLYN.MORSE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE
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GAD Group (2)

		TEAM NAME		NAME		EMAIL ID		GITDIR ID		CDF_GBR_CCADB_Life_Customer.txt		CDF_GBR_CCADB_Life_Customer_PEP.txt		CDF_GBR_CCADB_Life_Agent.txt		CDF_GBR_CCADB_HR.TXT		CDF_GBR_ZRS_FNZ.TXT		CDF_GBR_ZRS_FNZ_PEP.TXT		CDF_GBR_DEATH_CLAIMS.TXT		CDF_GBR_DEATH_CLAIMS_PEP.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS_PEP.TXT		CDF_GBR_SIML_CLAIMS.TXT		CDF_GBR_SIML_CLAIMS_PEP.TXT		CDF_GBR_ZAL_CLAIMS.TXT		CDF_GBR_ZAL_CLAIMS_PEP.TXT		CDF_GBR_IPAS_PPS.TXT		CDF_GBR_NORDIC_PLTRAVEL.TXT		CDF_GBR_CCADB_GI.TXT		CDF_GBR_UKGIClaims_GENZCLAIMextract.txt		CDF_GBR_UKGIClaims_COGENextract.txt		CDF_GBR_UKGIClaims_ZPCi90extract.txt		CDF_GBR_UKGIClaims_ULTIMAextract.txt		CDF_GBR_UKGIClaims_IMACSextract.txt		CDF_GBR_UKGIClaims_FAMEextract.txt		CDF_GBR_UKGIClaims_CHSextract.txt		CDF_GBR_UKGIClaims_ZEUS.TXT		CDF_GBR_CPAS_Customer.csv		CDF_GBR_CPAS_Customer_PEP.csv		CDF_GBR_666.TXT		CDF_GBR_SSG_SENTINEL.TXT		CDF_GBR_SSG_SENTINEL_PEP.TXT		CDF_GBR_OAK.CSV		CDF_GBR_ZHorizon_UK_Sanctions_All.txt		CDF_GBR_ZHorizon_UK_Sanctions_Cedants.txt		CDF_GBR_ZHorizon_UK_Sanctions_DnB.txt		CDF_GBR_UKGIClaims_ZPCVlctyExtract.txt		CDF_GBR_UKGICust_ZPCVlctyExtract.txt		CDF_GBR_EXAMPLE_AGENCY_SENTINEL.TXT		CDF_GBR_CUTAS.TXT		CDF_GBR_CUTAS_PEP.TXT		CDF_GBR_EXAMPLE_SENTINEL.TXT		CDF_GBR_NORDIC_EZYTRAVEL.CSV		CDF_UK_DASCHEMES.txt

		Financial Crime Ops & Governance		Stephen Matthews		steve.matthews@uk.zurich.com		STEVE.MATTHEWS		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE

		Financial Crime Ops & Governance		Rebecca McGeoch		rebecca.mcgeoch@uk.zurich.com		REBECCA.MCGEOCH		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Financial Crime Ops & Governance		Suzanne Marshall		suzanne.marshall@uk.zurich.com		SUZANNE.MARSHALL		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Financial Crime Ops & Governance		Samantha Lucas		samantha.lucas@uk.zurich.com		SAMANTHA.LUCAS		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE

		Financial Crime Ops & Governance		Claire Gourley		claire.gourley@uk.zurich.com		CLAIRE.GOURLEY		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU
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GAD Group (3)

		TEAM NAME		NAME		EMAIL ID		GITDIR ID		CDF_GBR_CCADB_Life_Customer.txt		CDF_GBR_CCADB_Life_Customer_PEP.txt		CDF_GBR_CCADB_Life_Agent.txt		CDF_GBR_CCADB_HR.TXT		CDF_GBR_ZRS_FNZ.TXT		CDF_GBR_ZRS_FNZ_PEP.TXT		CDF_GBR_DEATH_CLAIMS.TXT		CDF_GBR_DEATH_CLAIMS_PEP.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS_PEP.TXT		CDF_GBR_SIML_CLAIMS.TXT		CDF_GBR_SIML_CLAIMS_PEP.TXT		CDF_GBR_ZAL_CLAIMS.TXT		CDF_GBR_ZAL_CLAIMS_PEP.TXT		CDF_GBR_IPAS_PPS.TXT		CDF_GBR_NORDIC_PLTRAVEL.TXT		CDF_GBR_CCADB_GI.TXT		CDF_GBR_UKGIClaims_GENZCLAIMextract.txt		CDF_GBR_UKGIClaims_COGENextract.txt		CDF_GBR_UKGIClaims_ZPCi90extract.txt		CDF_GBR_UKGIClaims_ULTIMAextract.txt		CDF_GBR_UKGIClaims_IMACSextract.txt		CDF_GBR_UKGIClaims_FAMEextract.txt		CDF_GBR_UKGIClaims_CHSextract.txt		CDF_GBR_UKGIClaims_ZEUS.TXT		CDF_GBR_CPAS_Customer.csv		CDF_GBR_CPAS_Customer_PEP.csv		CDF_GBR_666.TXT		CDF_GBR_SSG_SENTINEL.TXT		CDF_GBR_SSG_SENTINEL_PEP.TXT		CDF_GBR_OAK.CSV		CDF_GBR_ZHorizon_UK_Sanctions_All.txt		CDF_GBR_ZHorizon_UK_Sanctions_Cedants.txt		CDF_GBR_ZHorizon_UK_Sanctions_DnB.txt		CDF_GBR_UKGIClaims_ZPCVlctyExtract.txt		CDF_GBR_UKGICust_ZPCVlctyExtract.txt		CDF_GBR_EXAMPLE_AGENCY_SENTINEL.TXT		CDF_GBR_CUTAS.TXT		CDF_GBR_CUTAS_PEP.TXT		CDF_GBR_EXAMPLE_SENTINEL.TXT		CDF_GBR_NORDIC_EZYTRAVEL.CSV		CDF_UK_DASCHEMES.txt

		Sentinel Business Desk		Mark Denham		mark.denham@uk.zurich.com		MARK.DENHAM		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Sentinel Business Desk		Amy Townsend		amy.townsend@uk.zurich.com		AMY.TOWNSEND		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Sentinel Business Desk		Robert Craft		robert.1.craft@uk.zurich.com		ROBERT.1.CRAFT		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU

		Sentinel Business Desk		Jasdip Kaur 		jasdip.kaur@uk.zurich.com		JASDIP.KAUR		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE

		Sentinel Business Desk		Jamie Gibbons		jamie.gibbons1@uk.zurich.com		JAMIE.GIBBONS1		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE
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GAD Group (4)

		TEAM NAME		NAME		EMAIL ID		GITDIR ID		CDF_GBR_CCADB_Life_Customer.txt		CDF_GBR_CCADB_Life_Customer_PEP.txt		CDF_GBR_CCADB_Life_Agent.txt		CDF_GBR_CCADB_HR.TXT		CDF_GBR_ZRS_FNZ.TXT		CDF_GBR_ZRS_FNZ_PEP.TXT		CDF_GBR_DEATH_CLAIMS.TXT		CDF_GBR_DEATH_CLAIMS_PEP.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS.TXT		CDF_GBR_EPP_ESITRAN_CLAIMS_PEP.TXT		CDF_GBR_SIML_CLAIMS.TXT		CDF_GBR_SIML_CLAIMS_PEP.TXT		CDF_GBR_ZAL_CLAIMS.TXT		CDF_GBR_ZAL_CLAIMS_PEP.TXT		CDF_GBR_IPAS_PPS.TXT		CDF_GBR_NORDIC_PLTRAVEL.TXT		CDF_GBR_CCADB_GI.TXT		CDF_GBR_UKGIClaims_GENZCLAIMextract.txt		CDF_GBR_UKGIClaims_COGENextract.txt		CDF_GBR_UKGIClaims_ZPCi90extract.txt		CDF_GBR_UKGIClaims_ULTIMAextract.txt		CDF_GBR_UKGIClaims_IMACSextract.txt		CDF_GBR_UKGIClaims_FAMEextract.txt		CDF_GBR_UKGIClaims_CHSextract.txt		CDF_GBR_UKGIClaims_ZEUS.TXT		CDF_GBR_CPAS_Customer.csv		CDF_GBR_CPAS_Customer_PEP.csv		CDF_GBR_666.TXT		CDF_GBR_SSG_SENTINEL.TXT		CDF_GBR_SSG_SENTINEL_PEP.TXT		CDF_GBR_OAK.CSV		CDF_GBR_ZHorizon_UK_Sanctions_All.txt		CDF_GBR_ZHorizon_UK_Sanctions_Cedants.txt		CDF_GBR_ZHorizon_UK_Sanctions_DnB.txt		CDF_GBR_UKGIClaims_ZPCVlctyExtract.txt		CDF_GBR_UKGICust_ZPCVlctyExtract.txt		CDF_GBR_EXAMPLE_AGENCY_SENTINEL.TXT		CDF_GBR_CUTAS.TXT		CDF_GBR_CUTAS_PEP.TXT		CDF_GBR_EXAMPLE_SENTINEL.TXT		CDF_GBR_NORDIC_EZYTRAVEL.CSV		CDF_UK_DASCHEMES.txt

		P&C Claims		Kirsty Wilson		kirsty.wilson@uk.zurich.com		KIRSTY.WILSON		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Natasha Hughes		natasha.hughes@uk.zurich.com		NATASHA.HUGHES		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Angie Dugan		angie.dugan@uk.zurich.com		ANGIE.DUGAN		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Kevin Vincent		kevin.vincent@uk.zurich.com		KEVIN.VINCENT		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Kim Pickett		kim.pickett@uk.zurich.com		KIM.PICKETT		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Sharon Rodgers		sharon.rodgers@uk.zurich.com		SHARON.RODGERS		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE

		P&C Claims		Paul Richards		paul.richards@uk.zurich.com		PAUL.RICHARDS		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VEU		VE		VE		VE		VE		VE		VE		VE		VE		VE		VEU		VE		VE		VE		VE		VE		VE		VE
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Reconciliation Failure Notifications.xlsx
Exception Notifs

		No.		What is/are the exception(s)?		What or what files, does/do the exception(s) apply to?		Who will be notified?

		1		No reconciliation outputs received for the day (i.e. no source files at all have been pre-analysed).		Exception relates to the reconciliation solution receiving no files at all, for pre-analysis during the working day.		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

		2		No reconciliation inputs received for the day (i.e. no control file from Sentinel confirming whether there is any content to reconcile or not).		Exception relates to the reconciliation solution not receiving the daily control file from Sentinel during the working day.		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

		3


4
		Pre and post-screened files do not reconcile on record count; 

Where 2 source files sent for screening have the same name, same record count, and same hash value. (This would be exceptionally rare and therefore should be validated).		CDF_GBR_CCADB_Life_Customer.txt
CDF_GBR_CCADB_Life_Customer_PEP.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_CCADB_Life_Agent.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_CCADB_HR.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_ZRS_FNZ.TXT
CDF_GBR_ZRS_FNZ_PEP.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_DEATH_CLAIMS.TXT
CDF_GBR_DEATH_CLAIMS_PEP.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_EPP_ESITRAN_CLAIMS.TXT
CDF_GBR_EPP_ESITRAN_CLAIMS_PEP.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_SIML_CLAIMS.TXT
CDF_GBR_SIML_CLAIMS_PEP.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_ZAL_CLAIMS.TXT
CDF_GBR_ZAL_CLAIMS_PEP.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_IPAS_PPS.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_NORDIC_PLTRAVEL.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_CCADB_GI.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_UKGIClaims_GENZCLAIMextract.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com
kirsty.wilson@uk.zurich.com
urgentsanctionsrequests@uk.zurich.com



						CDF_GBR_UKGIClaims_COGENextract.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com
kirsty.wilson@uk.zurich.com
urgentsanctionsrequests@uk.zurich.com
kate.hopkins@uk.zurich.com
andrew.mcbane@uk.zurich.com
victoria.mavin@uk.zurich.com
steve.page@zurich.com

						CDF_GBR_UKGIClaims_ZPCi90extract.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com
kirsty.wilson@uk.zurich.com
urgentsanctionsrequests@uk.zurich.com



						CDF_GBR_UKGIClaims_ULTIMAextract.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_UKGIClaims_IMACSextract.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com
kirsty.wilson@uk.zurich.com
urgentsanctionsrequests@uk.zurich.com



						CDF_GBR_UKGIClaims_FAMEextract.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com
donna.ford@uk.zurich.com
kirsty.wilson@uk.zurich.com
urgentsanctionsrequests@uk.zurich.com


						CDF_GBR_UKGIClaims_CHSextract.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com
kirsty.wilson@uk.zurich.com
urgentsanctionsrequests@uk.zurich.com



						CDF_GBR_UKGIClaims_ZEUS.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com
kirsty.wilson@uk.zurich.com
urgentsanctionsrequests@uk.zurich.com



						CDF_GBR_CPAS_Customer.csv
CDF_GBR_CPAS_Customer_PEP.csv		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_666.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_SSG_SENTINEL.TXT
CDF_GBR_SSG_SENTINEL_PEP.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_OAK.CSV		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_ZHorizon_UK_Sanctions_All.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
john.1.martin@zurich.com
arif.merali@uk.zurich.com
zhorizon.integration@zurich.com
dino.placido.bivona@zurich.com
alvarez.garcia.juan.enrique@zurich.com
victoria.mavin@uk.zurich.com
alison.stiles@uk.zurich.com
fct@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_ZHorizon_UK_Sanctions_Cedants.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
john.1.martin@zurich.com
arif.merali@uk.zurich.com
zhorizon.integration@zurich.com
dino.placido.bivona@zurich.com
alvarez.garcia.juan.enrique@zurich.com
victoria.mavin@uk.zurich.com
alison.stiles@uk.zurich.com
fct@uk.zurich.com 
amlteam@uk.zurich.com 
sentinel.desk@zurich.com

						CDF_GBR_ZHorizon_UK_Sanctions_DnB.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
john.1.martin@zurich.com
arif.merali@uk.zurich.com
zhorizon.integration@zurich.com
dino.placido.bivona@zurich.com
alvarez.garcia.juan.enrique@zurich.com
victoria.mavin@uk.zurich.com
alison.stiles@uk.zurich.com
fct@uk.zurich.com 
amlteam@uk.zurich.com 
sentinel.desk@zurich.com

						CDF_GBR_UKGIClaims_ZPCVlctyExtract.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com
kirsty.wilson@uk.zurich.com
urgentsanctionsrequests@uk.zurich.com



						CDF_GBR_UKGICust_ZPCVlctyExtract.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com



						CDF_GBR_EXAMPLE_AGENCY_SENTINEL.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_CUTAS.TXT
CDF_GBR_CUTAS_PEP.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_EXAMPLE_SENTINEL.TXT		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_GBR_NORDIC_EZYTRAVEL.CSV		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com

						CDF_UK_DASCHEMES.txt		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com
jade.miles@uk.zurich.com; simon.christmas@uk.zurich.com; larraine.bennett@uk.zurich.com

		5		Non-reconciliation exception (occasionally issues may arise outside of the reconciliation solution which it has no control over; is not a data processing exception; but which impacts the reconciliation or ability to perform it) e.g. it could be that an individual file has been pre-analysed but not retrieved by Sentinel for screening, possibly due to a MoveIT task failure.		Exception relates to an error occuring outside of the reconciliation solution which has an impact on it. These errors are dealt with by other existing processes e.g. MoveIT failures; disaster recovery etc.  		rebecca.mcgeoch@uk.zurich.com
claire.gourley@uk.zurich.com
suzanne.marshall@uk.zurich.com
amlteam@uk.zurich.com
sentinel.desk@zurich.com
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UK Sentinel File Details.xlsx
Sanction Files

		No.		Legal Entity		Business Unit		Source Application(s)		Sanctions File Name		Indicative File Size

		1		Zurich Assurance Ltd		Life Protection (including CI)		Phase3







		CDF_GBR_CCADB_Life_Customer.txt		642.01 MB

				Zurich Assurance Ltd		Life Protection (including CI)		Pulsar

				Zurich Assurance Ltd		Life Protection (including CI)		IPAS (ST, ES, AD, ZA)

				Zurich Investment Services		Life Wealth (including pensions and other savings products)		AIA

				Zurich Investment Services		Life Wealth (including pensions and other savings products)		Elixir

				Zurich Investment Services		Life Wealth (including pensions and other savings products)		CLPS Elixir


				Zurich Assurance Ltd		Life Protection (including CI)		MCDB

				Zurich Assurance Ltd		Life Protection (including CI)		ZCR (GRAS)

		2		Zurich Assurance Ltd		Life Protection (including CI)		OSCAR		CDF_GBR_CCADB_Life_Agent.txt		26.50 MB

		3		Zurich Assurance Ltd		Life Protection (including CI)		SAP HR		CDF_GBR_CCADB_HR.TXT		0.54 MB

		4		Zurich Assurance Ltd		Life Protection (including CI)		RSP		CDF_GBR_ZRS_FNZ.TXT		19.86 MB

		5		Zurich Investment Services		Life Wealth (including pensions and other savings products)		DEATH CLAIMS		CDF_GBR_DEATH_CLAIMS.TXT		0.77 MB

		6		Zurich Investment Services		Life Wealth (including pensions and other savings products)		EPP		CDF_GBR_EPP_ESITRAN_CLAIMS.TXT		0.13 MB

		7		Zurich Investment Services		Life Wealth (including pensions and other savings products)		SIML (ST)		CDF_GBR_SIML_CLAIMS.TXT		0.04 MB

		8		Zurich Assurance Ltd		Life Protection (including CI)		ZAL		CDF_GBR_ZAL_CLAIMS.TXT		0.50 MB

		9		Zurich Assurance Ltd		Life Protection (including CI)		IPAS PPS		CDF_GBR_IPAS_PPS.TXT		19.16 MB

		10		Zurich Insurance PLC (UK)		Travel		Nordic		CDF_GBR_NORDIC_PLTRAVEL.TXT		100 MB

		11		Zurich Insurance PLC (UK)		Domestic / Higher Mid Market 		COGEN		CDF_GBR_CCADB_GI.TXT		35.67 MB

				Zurich Insurance PLC (UK)		Domestic / Higher Mid Market 		GENZ

		12		Zurich Insurance PLC (UK)		Domestic / Higher Mid Market 		BDX / GENZ		CDF_GBR_UKGIClaims_GENZCLAIMextract.txt		0.002 MB

		13		Zurich Insurance PLC (UK)		Domestic / Higher Mid Market 		COGEN		CDF_GBR_UKGIClaims_COGENextract.txt		26.85 MB

		14		Zurich Insurance PLC (UK)		Specialist Personal Lines: ZPC		I90 ZPC		CDF_GBR_UKGIClaims_ZPCi90extract.txt		0.02 MB

		15		Zurich Insurance PLC (UK)		Specialist Personal Lines: N&G		Ultima		CDF_GBR_UKGIClaims_ULTIMAextract.txt		0.005 MB

		16		Zurich Insurance PLC (UK)		Specialist Lines (Financial Lines, Specialties, Cyber, Marine, Legal Indemnity, Surety, Real Estate) 		IMACS		CDF_GBR_UKGIClaims_IMACSextract.txt		0.04 MB

				Zurich Insurance PLC (UK)		London Market 		IMACS

		17		Zurich Insurance PLC (UK)		Standard (Charities & Social Organisations, Education, Health, Social Housing, Housing, Public Services)		FAME		CDF_GBR_UKGIClaims_FAMEextract.txt		0.09 MB

		18		Zurich Insurance PLC (UK)		Standard (Charities & Social Organisations, Education, Health, Social Housing, Housing, Public Services)		CHS		CDF_GBR_UKGIClaims_CHSextract.txt		0.03 MB

		19		Zurich Insurance PLC (UK)		New PL (Carrot/Wessex)		ZEUS		CDF_GBR_UKGIClaims_ZEUS.TXT		0.31 MB

		20		Zurich Investment Services		Life Wealth (including pensions and other savings products)		CPAS		CDF_GBR_CPAS_Customer.csv		10.13 MB

		21		Zurich Insurance PLC (UK)		Travel		Halo		CDF_GBR_666.TXT		100 MB

		22		Zurich Assurance Ltd		Life Protection (including CI)		LPP		CDF_GBR_SSG_SENTINEL.TXT		2048 MB

		23		Zurich Insurance PLC (UK)		Specialist Personal Lines: Oak		BRIAN		CDF_GBR_OAK.CSV		0.66 MB

		24		Zurich Insurance PLC (UK)		IPZ (International Programms from Zurich) 		Zhorizon		CDF_GBR_ZHorizon_UK_Sanctions_All.txt		300 MB

		25		Zurich Insurance PLC (UK)		IPZ (International Programms from Zurich) 		Zhorizon		CDF_GBR_ZHorizon_UK_Sanctions_Cedants.txt		300 MB

		26		Zurich Insurance PLC (UK)		IPZ (International Programms from Zurich) 		Zhorizon		CDF_GBR_ZHorizon_UK_Sanctions_DnB.txt		300 MB

		27		Zurich Insurance PLC (UK)		Specialist Personal Lines: ZPC		Velocity		CDF_GBR_UKGIClaims_ZPCVlctyExtract.txt		2048 MB

		28		Zurich Insurance PLC (UK)		Specialist Personal Lines: ZPC		Velocity		CDF_GBR_UKGICust_ZPCVlctyExtract.txt		2048 MB

		29		Zurich Insurance PLC (UK)		Package & E-trading 		Ztrade		CDF_GBR_EXAMPLE_AGENCY_SENTINEL.TXT		100 MB

		30		Zurich Investment Services		Life Wealth (including pensions and other savings products)		CUTAS Sterling		CDF_GBR_CUTAS.TXT		1.32 MB

		31		Zurich Insurance PLC (UK)		Package & E-trading 		Ztrade		CDF_GBR_EXAMPLE_SENTINEL.TXT		100 MB

		32		Zurich Insurance PLC (UK)		Travel		Easyjet		CDF_GBR_NORDIC_EZYTRAVEL.CSV		100 MB

		33		Zurich Insurance PLC (UK)		Delegated Authority (DA) Schemes		Broker BDX 		CDF_UK_DASCHEMES.txt		2048 MB
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PEP Files

		No.		Legal Entity		Business Unit		No.				Business Unit		Source Application(s)		PEP File Name		Indicative File Size

		1		Zurich Assurance Ltd		Life Protection (including CI)		1		Zurich Assurance Ltd		Life Protection (including CI)		Phase3
		CDF_GBR_CCADB_Life_Customer_PEP.txt		642.01 MB

				Zurich Assurance Ltd		Life Protection (including CI)				Zurich Assurance Ltd		Life Protection (including CI)		Pulsar

				Zurich Assurance Ltd		Life Protection (including CI)				Zurich Assurance Ltd		Life Protection (including CI)		IPAS (ST, ES, AD, ZA)

				Zurich Investment Services		Life Wealth (including pensions and other savings products)				Zurich Investment Services		Life Wealth (including pensions and other savings products)		AIA

				Zurich Investment Services		Life Wealth (including pensions and other savings products)				Zurich Investment Services		Life Wealth (including pensions and other savings products)		Elixir

				Zurich Investment Services		Life Wealth (including pensions and other savings products)				Zurich Investment Services		Life Wealth (including pensions and other savings products)		CLPS Elixir


				Zurich Assurance Ltd		Life Protection (including CI)				Zurich Assurance Ltd		Life Protection (including CI)		MCDB

				Zurich Assurance Ltd		Life Protection (including CI)				Zurich Assurance Ltd		Life Protection (including CI)		ZCR (GRAS)

		2		Zurich Assurance Ltd		Life Protection (including CI)		2		Zurich Assurance Ltd		Life Protection (including CI)		RSP		CDF_GBR_ZRS_FNZ_PEP.TXT		19.86 MB

		3		Zurich Assurance Ltd		Life Protection (including CI)		3		Zurich Investment Services		Life Wealth (including pensions and other savings products)		DEATH CLAIMS		CDF_GBR_DEATH_CLAIMS_PEP.TXT		0.77 MB

		4		Zurich Assurance Ltd		Life Protection (including CI)		4		Zurich Investment Services		Life Wealth (including pensions and other savings products)		EPP		CDF_GBR_EPP_ESITRAN_CLAIMS_PEP.TXT		0.13 MB

		5		Zurich Investment Services		Life Wealth (including pensions and other savings products)		5		Zurich Investment Services		Life Wealth (including pensions and other savings products)		SIML (ST)		CDF_GBR_SIML_CLAIMS_PEP.TXT		0.04 MB

		6		Zurich Investment Services		Life Wealth (including pensions and other savings products)		6		Zurich Assurance Ltd		Life Protection (including CI)		ZAL		CDF_GBR_ZAL_CLAIMS_PEP.TXT		0.50 MB
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