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[bookmark: _Toc17438145][bookmark: _Toc90503493]About this document
<------------------------------------------------------------
*This text should remain in the run book even after completion*
 Guidelines
· Don’t delete any header from the document
· If any header is not applicable mention NA and reason
· Add sub-headers if required
· < > text between bracket should be changed
· Delete ‘*’ from final version 
· NOTE – While the contents of this document need to be followed the format need not necessarily be adopted if your LSA uses a different format for Run Books.
------------------------------------------------------------>
[bookmark: _Toc454973108][bookmark: _Toc455201686][bookmark: _Toc455202358][bookmark: _Toc455202433][bookmark: _Toc455202556][bookmark: _Toc455202607][bookmark: _Toc455202673][bookmark: _Toc455202756][bookmark: _Toc455211527][bookmark: _Toc455471524][bookmark: _Toc456023792][bookmark: _Toc456027576][bookmark: _Toc11712977][bookmark: _Toc17438146][bookmark: _Toc90503494] Purpose
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide purpose of the document
· Replace <Application Name> below with the name of the current Application
------------------------------------------------------------>
The purpose of this document is to maintain technical / functional details of the Polo Archive Stubs Maintenance Application, POLO Load Archive Stubs application is web based Block Policies webservice application which would assist the Veronics server Application Support Team to maintain the Application an effective mannerarchive the stale data. 

[bookmark: _Toc454973109][bookmark: _Toc455201687][bookmark: _Toc455202359][bookmark: _Toc455202434][bookmark: _Toc455202557][bookmark: _Toc455202608][bookmark: _Toc455202674][bookmark: _Toc455202757][bookmark: _Toc455211528][bookmark: _Toc455471525][bookmark: _Toc456023793][bookmark: _Toc456027577][bookmark: _Toc11712978][bookmark: _Toc17438147][bookmark: _Toc90503495] Scope
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide scope of this document
· Replace <Application Name> below with the name of the current Application
------------------------------------------------------------>
The solution we require for moving Archive Stub files into separate sub-folders and deleting redundant Archive Stubs, could be applied to any server within the London Data Centre (LDC) which is monitored by the Varonis DatAdvantage tool. This is because we can only perform stale data migrations on those servers that are monitored by this tool. The current scope of servers monitored by DatAdvantage is as follows:

· Web application development to Separation and deletion of Archived file Stubs and readme files
· Application will be accessed using web browser
· This application can access only business users those who authorized in the GAD group. Hence we planned to created GAD groups and individual users need to raise access request to access the URL Others cannot access and URL not open to all. 	Comment by Jesudas, Jesudas: Newly added 12-02-2021 after discussed in call

Separation
· Locate Archived Stubs create new sub folder called “ARCHIVED FILE STUBS” any folder within a specified directory that contains one or more Archive File Stubs.
· Create a new sub-folder at that directory level to house the Archive Stubs.
· Move all the Archive Stubs at that directory level into the new sub-folder. (Where specified), repeat this at every directory level that contains Archive Stubs for the whole specified directory.
· Show number of Archived Stubs 


Deletion
· A solution is required that can delete redundant Archive Stubs and Stale Data Readme files from a server that has been through a stale data migration using the Varonis DatAdvantage tool  Create a new sub-folder at that directory level to house the Archive Stubs.
· The solution must be able to find and delete all files with a file name starting “ARCHIVE STUB” and a .url file extension. (Note: there may or may not be a space between “ARCHIVE STUB” and the file name). 
· The solution must also be able to find and delete all files with a file name starting “STALE DATA – PLEASE READ” and a .txt file extension.
· It must be possible for the user to select the folder level/directory depth in the server directory structure at which to search for and delete the Archive Stubs, which could be from the highest to the lowest directory depth.
· Once the folder level/directory depth in the server directory structure has been selected, the solution should search for and delete the Archive Stub files in the folder selected and all sub-folders down to the lowest directory depth.
· Once the folder level/directory depth in the server directory structure has been selected, the solution should search for and delete the STALE DATA – PLEASE READ readme files in the folder selected and all sub-folders down to the lowest directory depth.
· The solution must also delete any folders called “ARCHIVED FILE STUBS” (if the Archive Stubs were moved into their own separate folder first), both in the folder selected, and all sub-folders down to the lowest directory depth.
· The solution should provide confirmation of the number of Archive Stubs deleted.
· The solution should provide confirmation of the number of STALE DATA – PLEASE READ readme files deleted (where applicable).

This document covers the overview of Zurich’s Business, Applications and architecture in respect to POLO Maintenance. This document fosters a detailed understanding of the application, approach, and the processes, that are followed, in providing the relevant deliverables and services. The Policy Look-up application includes
 •	POLO Data Load application
•	POLO Maintenance screens for Personal Lines and Commercial Lines
•	POLO Web services (DA Blocks and Blankets)




[bookmark: _Toc11712979][bookmark: _Toc17438148][bookmark: _Toc90503496] Intended Users
[bookmark: _Toc11712980]<------------------------------------------------------------
*This text should remain in the run book even after completion*
Define which roles from supplier and/ or Zurich will be the recipients of the run book 
e.g.:
· 1st / 2nd/ 3rd level IT support
· Developers /DBA/ Middleware 
· Change Manager, Release Manager, Incident Manager
· Zurich Application owners both IT and Business
     ------------------------------------------------------------>

	Sl. No.
	Role / Team

	1.
	DXC Helpdesk /DXC 1st level support

	2.
	Application Support / DXC 2nd level support

	3.
	Application Support / DXC 3rd level support

	4.
	DTI Support Team (deployments team DXC)
ZFS_DTISupport@dxc.com & 
Zurich-UK-Container-Platform@dxc.com
Asturias iAction Mailbox <asturias_yellow_platform_team@dxc.com>

	5.
	ocm.support@dxc.com/ Change Management

	6.
	Client App Owner

	7.
	Zurich IT users
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[bookmark: _Toc17438150][bookmark: _Toc90503498] Organization Chart
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide organization chart for the GHPST
------------------------------------------------------------>

Kaushik Dutta

Delivery Executive





	

Krishna Pal Singh, Manish Tomar

Service Executive








Amit Gulhane

Service Manager





(Application Support team)

Aparna Ganji
Sanjana Polepally
                            Archana Vunnam
		Pooja Nayak












[bookmark: _Toc17438151][bookmark: _Toc90503499] Inter-group Coordination
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Roles and responsibilities for the development and maintenance of the application
· Key contacts for ALL applications, which have interfaces to this application
· Key contacts for underlying infrastructure and middleware
· Key contacts in the Zurich organisation
· Key contacts in third part vendor organisations (if appropriate)
· Escalation contact points in supplier, Zurich and third party vendors (if appropriate)
       ------------------------------------------------------------>
Roles & responsibilities:

	Application Name
	Contact Name
	Role
	Email id
	Phone

	Polo Maintenance
	 Simon Gardner
	Service Delivery Manager Zurich
	simon.gardner@uk.zurich.com
	+44 (0) 7875 885043

	Polo Maintenance
	Amit Gulhane
	ASP team (1st Level Escalation)
	agulhane@dxc.com
	+91-9949991944

	Polo Maintenance
	Krishna Pal, Singh Manish Tomar
	ASP team (2nd Level Escalation)
	mkrishnapals@dxc.com
	+91 – 9871360549

	Polo Maintenance
	Aparna Ganji
Sanjana Polepally
Archana Vunnam
	SME/
Support Team
	gaparna@dxc.com
psanjana@dxc.com
archana.vunnam@dxc.com

	+91-9493858651
+91-8328640215
+91-8367037855







[bookmark: _Toc107049699][bookmark: _Toc304397025][bookmark: _Toc17438152][bookmark: _Toc90503500] Technologies used
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Description of technology used in front end, middle tier, back end, operating system etc.
· Messaging & Middleware
· DBMS
      ------------------------------------------------------------>
1.1.1. Software Matrix 
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· list software tools / products needed and software versions
· give support contact for third party vendor tolls and products used in application
· software components that are out of support and their support arrangements (if any)
· software components soon be out of support and intended support arrangements	Comment by Hari Bharatula (Supplier): To be updated
------------------------------------------------------------>

	Sl. No
	Software
	Version
	Vendor
	Support Contact
	Out of Support Date

	1
	RHEL
	7.9
	Red Hat
	
	TBU

	2
	J Boss Server
	EAP 7.2.0
	Red Hat
	
	TBU

	2
	Java
	11
	Open JDK
	
	TBU

	3
	SQL Server
	2016
	Microsoft
	
	TBU

	4
	Apache Ant 
	1.6
	Apache Software Foundation
	
	TBU



[bookmark: _Toc107049700][bookmark: _Toc304397026][bookmark: _Toc17438153][bookmark: _Toc90503501] ZURICH Key Personnel 
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide key persons details
      ------------------------------------------------------------>

	Contact Name
	Role
	Email id
	Phone

	Simon Gardner
	IT Service Delivery Manager
	simon.gardner@uk.zurich.com
	+44 (0) 7875 885043

	Martin McBriar          
	Portfolio Delivery Lead
	Martin.McBriar@uk.zurich.com
	+44 (0)1489 561440
+44 (0)7875 398720

	Helen Mason
	Zurich Senior Business Analyst – Team Lead
	helen.l.mason@uk.zurich.com
	Internal: 7605 4693
External Dial: 01489 864693

	Richard Brannen

	Zurich Application SME
	richard.brannen@uk.zurich.com
	+44 (0)7875398748

	[bookmark: _Toc304397027][bookmark: _Toc17438154]Sarah Huckins
	Zurich Application SME
	sarah.huckins@uk.zurich.com
	Internal: 7605 4504
External Dial: 0 1489 864504


[bookmark: _Toc90503502]Application overview 
[bookmark: _Toc126982491][bookmark: _Toc129766942][bookmark: _Toc133377669][bookmark: _Toc133378657][bookmark: _Toc133378858][bookmark: _Toc157565750][bookmark: _Toc157588867][bookmark: _Toc157831916] <------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Application overview
· Application subsystems and modules
· A Brief description of Major Application components (3 to 4 lines for each component) and any document related to these components describing them in detail could be embedded if available.
------------------------------------------------------------>
[bookmark: _Toc304397028][bookmark: _Toc17438155][bookmark: _Toc90503503] Business Overview
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide business overview of the application
· Business Segments / LSAs using the application
· Primary business purpose
      ------------------------------------------------------------>
The POLO Maintenance Web Application provides policy information to Guidewire Claim Centre (GWCC). The policy information is provided to GWCC that includes whether a specific policy exists at a date of loss, along with the coverage information. The extent to which it can do this depends on the data that TPAs can provide. The GWCC is isolated from the complexities involved with multiple TPAs that will exist outside the Zurich estate. This application ensures that policy and coverage data is always available to GWCC and provides GWCC with policy information for block policies (DA & Blankets schemes).	Comment by Tom Forrester: FYI.. I added these terms to the Glossary
[bookmark: _Toc13069500][bookmark: _Toc13070071][bookmark: _Toc304397029][bookmark: _Toc17438156][bookmark: _Toc90503504] Application Functionality
 <------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide functional overview of the application
· Key functions supported / provided
· Explain the functionality of the major modules of the application in 3 or 4 lines and any available document can also be embedded.
------------------------------------------------------------>
The purpose of POLO Maintenance Application is to create and maintain Policy Booklets (PB), Endorsement Sets and Product associations with PB and Endorsement Set. 

A Policy Booklet contains sections that identify the coverage and coverage terms provided by the policy so the correct excesses and limits can be applied. 

An endorsement Set contains sections that identify special clauses that may be applied to a policy if the customer’s circumstances warrant it.

The Policy Booklet and Endorsement Data Maintenance function will support the following processes for Policy Booklets.
· Creation of new Policy Booklets containing relevant header details and lists of coverages and coverage terms and associated excesses and limits
· Maintenance of different versions of a Policy Booklet
· Deletion of unwanted Policy Booklets
· Approval of new, modified and deleted Policy Booklets
· Creation of new product codes or product providers (typlist code change) in order to associate a booklet can be product associated. (This is requested via a workorder or change request)

The Policy Booklet and Endorsement Data Maintenance function will support the following processes for Endorsement Sets:
· Creation of new Endorsement Sets containing relevant header details and lists of endorsement codes and related wordings.
· Maintenance of different versions of an Endorsement Set
· Removal of unwanted Endorsement Sets
· Approval of new, modified and deleted Endorsement Sets

The Product association functionality covers the following process:
· View product association 
· Add new product association with PB/Endorsement Set
· Update product association attributes 
· Remove a product association from PB/Endorsement Set

Policy Booklets and Product association functionalities are similar for both personal and commercial line of business. However all commercial lines policies in polo hold the same link to the marketing SharePoint site which is displayed in Guidewire, there are no coverage or coverage terms held in Polo Maintenance 

Additional functionality added for commercial line of business is maintenance of commercial policy certificate and schedule. (Note the functionality is available and data held, however this part of Polo Maintenance was descoped by the business in 2016. Where relevant the integration policy search and retrieve is the source for the data. )     

The Policy Booklet and Data Maintenance function will support the following processes for Commercial Policy Certificate:
· Add Commercial Policy Certificate Version
· Update Commercial Policy Certificate Version
· Delete Commercial Policy Certificate Version

The Policy Booklet and Data Maintenance function will support the following processes for Commercial Policy Schedule:
· Add Commercial Policy Schedule Version
· Update Commercial Policy Schedule Version
· Delete Commercial Policy Schedule Version

[bookmark: _Toc304397030][bookmark: _Toc17438165][bookmark: _Toc90503505]Application Architecture
[bookmark: _Toc304397031]<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Application components and data flows from functional perspective
· Key Interfaces (inbound / Outbound)
· Key Batch processes
· Document the physical architecture Prod/UAT/Test/Dev/other environments
· Mention in a few lines about these interfaces to give a brief idea on the functionality of the Interfaces.
· The details in this section should be adequate for run and maintenance of the application (Elaborate details are not expected).
------------------------------------------------------------>

    POLO Applications

    The Policy Lookup component is implemented based on the following approach.	Comment by Tom Forrester: XC: In the context of this diagram, what are the Sam databases?

Security Account Manager (SAM) is a database file in Windows XP, Windows Vista, Windows 7, 8.1 and 10 that stores users' passwords	Comment by Gulhane, Amit: Updated the diagram


  	Comment by Tom Forrester: DXC: under INPUT, you have ZAC, is this referring to APP-3642 -ODS. If so please can you annotate accordingly and check if that interface is still be ing used for POLO	Comment by Gulhane, Amit: Updated the diagram
[image: Diagram

Description automatically generated]                                                     
                                           Figure : Polo Maintenance Application Architecture Diagram


[bookmark: _Toc17438169][bookmark: _Toc90503506]Application Modules
[bookmark: _Toc304397035]<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide overview of application modules
· The details in this section should be adequate for run and maintenance of the application (Elaborate details are not expected).
       ------------------------------------------------------------>
1.1.2. POLO Application: Booklet & Endorsement Maintenance Screens
This module provides User Interface to perform add, read, modify & delete operations on product information consisting of Booklets & Endorsements. This component performs above mentioned operations on Booklet & Endorsement Repository. Login screen will be used to authenticate APM users against GAD.

1.1.3. POLO Application: Blocks and Blanket Data Utility 
Block policies (DA and Blanket) policy data stored on GenZ will be manually collated into a spread sheet and made available to a utility that loads the spread sheet rows into POLO. Initially all GenZ Block policy data will be collated in the spread sheet and loaded into POLO in a one off data load.
	
1.1.4. POLO Application: B2B Integrator Data Load
IBM Sterling B2Bi will be used for building an ETL Application to load daily policy delta snapshot files into Policy data repository. This component performs the following operations.

· Extracts all Policy transactions from XML files supplied by Renaissance Personal Line’s Messaging Solution.
· Transforms Policy transactions coming from Renaissance into Policy snapshots in POLO format, which will be ZEM compliant. Transformation operations will be required in Michelangelo because Messaging solution is going to share Policy data in Common data format while POLO holds Policy Data in POLO format. There are 5 possible transactions types such as ‘New Business’, ‘Renewal’, ‘Mid Term Adjustment’, ‘Lapse’ and ‘Cancellation’. POLO converts these transactions to Policy snapshots with non-overlapping Effective From and Effective To dates.
· A new TPA Wessex is also being handled by B2B Integrator. All the Policy transactions sent by WSX in XML files will be transformed into POLO format, which is ZEM complaint. All the transformations will be done in B2B Integrator. WSX, BD has 5 possible transactions types such as ‘New Business’, ‘Renewal’, ‘Mid Term Adjustment’, ‘Lapse’ and ‘Cancellation’. 
· Performs loading of transformed Policy data into Policy data repository.
This application will add snapshots to the existing repository, as opposed to a complete refresh for every Policy, to maintain a full history of the policies contained within the Policy data repository. This history is required to process backdated claims from GWCC.
· Claimfeed now contains WSX, AA & SAGA claims as well along with BD claims. We now receive single feed file containing claims pertaining to BD, WSX, AA & SAGA. B2B Integrator performs transformation operations as required. Dual Processing of WSX claims with GENZ claims is in place along with the already existing Dual processing system of BD. The merged claims files are then sent to the respective TPA / Vendor. 
· Code Enhancement done for Titian map to resolve Flat Roof Percentage error resulting in Unexpected error on regular basis. This saved potential policies failure due to incorrect data being sent by TPA.

· Code Enhancement done for Broker Direct’s map in the VehicleLicenseNumber and RegistrationNumber fields to avoid policy transaction failures in Production.

· Code Enhancement done for Wessex titian map to allow new IPT data & to error out the invalid message types in Titian system so that the team can easily approach the TPA.                      

· Code Enhancement done for Claims maps to allow both the uppercase and lower case codes.                          
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[bookmark: _Toc304397036][bookmark: _Toc17438170][bookmark: _Toc90503507] Batch Jobs
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Scheduling Mechanism (e.g. shell scripts, job scheduler, DB internal scheduler …)
· Job dependencies (e.g. dependent on any job or manual task)
· Operational instructions/document ( e.g. in case the jobs fail, in case the JOB SCHEDULER falls out etc.)
· Job criticality (e.g. wait until next day, etc.)
      ------------------------------------------------------------>

TWS Jobs information for POLO Application for both UAT and PROD environment are added in the below document.	
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[bookmark: _Toc17438175][bookmark: _Toc90503509] Application Criticality 
[bookmark: _Toc11712990]<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Criticality regarding business processes and impact on surrounding systems
· The information on the Impact to the Business needs to be provided by Zurich to fill in here.
· *    As applicable Critical time period in a year for the application
------------------------------------------------------------>

Application Criticality is defined as HIGH 
Metal Banding – GOLD 

[bookmark: _Toc309663667][bookmark: _Toc17438176][bookmark: _Toc90503510] Application Service Window 
1.1.5. Application Hours
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Give SLA timing of application
· If applicable provide also information on agreed maintenance windows, backup time / schedule - so it is clear what happens outside of service hours
      	------------------------------------------------------------>

	Day /  Time
	SLA Tier
	Description
	Remarks

	Support - Mon – Fri - 08:00 AM – 6:00 PM
All times are in UKT.     
	GOLD
	As Per MSA
	



Note: All time windows are in UK time.



5. [bookmark: _Toc190184575][bookmark: _Toc309663669]Support roles and responsibilities
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Give details of application support person roles and responsibilities
· This should relate back to the GHPST team organisation chart
      	      >
	Role
	Responsibilities

	Application support team members (Developers)
	Responsible for resolving production issues.

	Service Manager
	Responsible for the application support and related team management activities.

	Group Service Manager
	1st level of escalation in case of any issue related to application support.

	Service Executive
	2nd level of escalation in case of any issue related to application support.




[bookmark: _Toc304397042][bookmark: _Toc17438177][bookmark: _Toc90503511]Application Security
[bookmark: _Toc304397043]<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Interface encryption
· Database encryption
· Any special data handling requirements (e.g, restriction to export data outside of a country)
· Password encryption in config files/ DB
· DMZ
· PKI certificates
· SSAE-16 Compliance
------------------------------------------------------------>

The following are the security details that are valid across all the integrations within the scope of Policy Booklet and Endorsement Maintenance Screens:

•	Appropriate certificates are installed on the JBOSS application server.

•	Web Services are called via HTTPS and the communication to WebServices will be secured at transport level through SSL mode of communication achieved through https. A signer certificate from service needs to be added to the deployment environment.




[bookmark: _Toc17438178][bookmark: _Toc90503512] Application Interface
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· list interfaces with applications, give unique application IDs from the Zurich application catalogue 
· location where interface configurations are documented
      ------------------------------------------------------------>
    
	Sl. No.
	Interfaced Application
	Criticality
	Description
	Direction of data flow (From/To)
	Type of interface
	Nature and frequency of data flow

	1
	Polo Data Load
	High
	Loading of data from TPA files to DB
	Titian to POLO Database
	IBM B2Bi Process
	High

	2
	Booklet and Endorsement Maintenance Screen
	Medium
	Create booklets and endorsements related to Policies
	User Interface to POLO Database
	User Interface
	Medium

	3
	DA Block and Blankets
	Medium
	Populate Blocks and Blankets related data
	Spread sheet to POLO Database
	Batch
	Medium




[bookmark: _Toc13069524][bookmark: _Toc13070095][bookmark: _Toc11712992][bookmark: _Toc304397044][bookmark: _Toc11712994][bookmark: _Toc304397045][bookmark: _Toc17438179][bookmark: _Toc90503513] Known Problems
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Description of known problems / errors
· Details of solution / work around
· Provide sufficient detail for someone from IT Ops to recover the application

      ------------------------------------------------------------>
 
	<known problems to be updated>      






[bookmark: _Toc17438182][bookmark: _Toc90503514]User Interface
[bookmark: _Toc94753298][bookmark: _Toc106775285][bookmark: _Toc11712995][bookmark: _Toc304397046]<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Give details of different ways user interacts with application e.g. : GUI, reports etc.
· LAN / WAN / Internet Access
· VPN requirements (as appropriate)
· PC SOE / Zurich Requirements
 ------------------------------------------------------------>
 
	Polo Maintenance Application and POLO Database can be accessed from below tools.

	Name
	Description

	Citrix
	https://zurich.okta-emea.com/

	IE
	Internet Explorer (Polo Maintenance Application is web based)

	SQL Server Management Studio
	POLO Database



Polo Maintenance Application is accessible with personal IDs created in zurich.com (PROD) and zurich.uat (in all lower environments). Personal IDs should be mapped to below GAD groups.

	Environment 
	GAD Group

	DEV
	UK_ZEUS_GCL02_POLO_APP_DEV_Internal_Users

	SIT
	UK_ZEUS_GCL02_POLO_APP_SIT_Internal_Users

	UAT
	UK_ZEUS_GCL02_POLO_APP_UAT_Internal_Users

	PROD
	UK_ZEUS_GCL02_POLO_APP_PROD_Internal_Users


	
[bookmark: _Toc13069529][bookmark: _Toc13070100][bookmark: _Design][bookmark: _Toc17438183][bookmark: _Toc90503515] Design
[bookmark: _Toc304397047]<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· The artefacts for the application design documented in the run book should be ZPMF compliant
· The details in this section should be adequate for run and maintenance of the application (Elaborate details are not expected).
------------------------------------------------------------>


	Sl. No.
	Document
	Description 

	1
	Navigate REFERENCES  to for document 
	Polo Maintenance Application Architecture Document

	2
	Navigate REFERENCES  to for document
	POLO LDAP Design Change Document






[bookmark: _Toc17438184][bookmark: _Toc90503516] Code Inventory
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Code inventory for the Developers/Config management team
· Code packages documented (hierarchy, package names etc.)
· Procedure to Check-in/ Check-out/ build packages etc
      ------------------------------------------------------------>
SVN is used as the source code repository to store POLO source code.

	Code
Set
	URL
	Code Management Tools
	Check In / Check Out/
Compile Process

	POLO Web App and POLO Commons Utils and POLO Load Block Webserice  code
	http://deala13459.zurich.uat/svn/Zeus_Upgrade/DXC
	SVN
	Check In process done manually and Build will be done using ANT script. 


[bookmark: _Toc11712999][bookmark: _Toc304397048][bookmark: _Toc17438185][bookmark: _Toc90503517]Database
[bookmark: _Toc11713000][bookmark: _Toc304397049]<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Details of important procedures, packages, indices, triggers
· Details of important tables and obsolete tables
· How to create / extend / re-build and analyse DB
· Important database configurations 
· The details in this section should be adequate for run and maintenance of the application (Elaborate details are not expected).
       ------------------------------------------------------------>
[bookmark: _Toc17438186][bookmark: _Toc90503518] Logical Data Model
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide details/link/path of logical data model
       ------------------------------------------------------------>

POLO Database logic data model as follows 

[image: ]


                                              Figure: Logical View of  POLO Data Base



[bookmark: _Toc11713002][bookmark: _Toc304397050][bookmark: _Toc17438187][bookmark: _Toc90503519]Data Definition/Data Dictionary
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide details/link/path of data dictionary
      ------------------------------------------------------------>
The key tables used by POLO Maintenance Application for both Personal and Commercial Line of Business from the POLO database are captured in the below Document.




	Personal Lines LOB Tables
	Commercial Lines LOB Tables 

	ProductProviderKey 
PolicyBookletCoverageComponent 
PolicyBookletVersion 
PolicyBooklet 
EndorsementSetversion 
EndorsementSet 
PolicyBookletCoverage 
PolicyBookletCoverageLimit 
PolicyBookletCoverageExcess 
Endorsement 
ProductPolicyBookEndSetRlshp 
PolicyBookletCoverageTerm 
PolicyBookletCvgTermLimit 
PolicyBookletCvgTermExcess 
	CommDocumentStoreLink  
CommExternalMarketingReference  
CommLineOfBusiness  
CommMFU  
CommPolicyBooklet  
CommPolicyBookletVersion  
CommPolicyPrefix  
CommProductPolicyBookRlshp  
CommProductProviderKey  
CommProductType  
CommProductVariant  
CommProvider  
CommWorkgroup  



[bookmark: _Toc309663679][bookmark: _Toc17438188][bookmark: _Toc90503520] Database Configuration
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide details/link/path for database configuration instructions
       ------------------------------------------------------------>

	Environment
	Host
	Port
	Database

	DEV
	DEAWD13732.zurich.uat 
	1282
	GBQDS3GCL02DB04DEVPODSDBM 

	SIT
	DEAWD13821.zurich.uat
	1282
	GBQIS3GCL02DB04SITPODSDBM

	UAT
	CEAWD14789.zurich.uat
	1282
	GBQQS3GCL02DB04UATPODSDBM

	PROD
	CEAWD14480.zurich.com
	1282
	GBQPS3GCL02DB04PRODPODSDBM



[bookmark: _Toc13069536][bookmark: _Toc13070107][bookmark: _Toc304397051][bookmark: _Toc17438189][bookmark: _Toc90503521] Constraints
[bookmark: _Toc304397052][bookmark: _Toc11713003]<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Give details of any constraint with database e.g.: because of architecture or database version
       ------------------------------------------------------------>
N/A
[bookmark: _Toc13069538][bookmark: _Toc13070109][bookmark: _Toc17438190][bookmark: _Toc90503522] Others
 <------------------------------------------------------------
*This text should remain in the run book even after completion*
· Give details of additional information, if any
       ------------------------------------------------------------>

POLO Database is accessed with technical IDs created on Zurich.com / Zurich.uat domain. Support Team IDs for POLO should be mapped to below GAD groups for access.

	Environment 
	GAD Group

	DEV
	UK_ZEUS_POLO_DEV_GBQDS3GCL02DB04DEVPODSDBM_RW

	SIT
	UK_ZEUS_POLO_SIT_GBQIS3GCL02DB04SITPODSDBM_RW

	UAT
	UK_ZEUS_POLO_UAT_GBQQS3GCL02DB04UATPODSDBM_RO

	PROD
	UK_ZEUS_POLO_PROD_GBQPS3GCL02DB04PRODPODSDBM_RO




[bookmark: _Toc11713004][bookmark: _Toc304397053][bookmark: _Toc17438191][bookmark: _Toc90503523]utilities, Reports and support Tools
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Tools used for reporting
· Details of reports generated by application
------------------------------------------------------------>
[bookmark: _Toc304397054][bookmark: _Toc11713005][bookmark: _Toc17438192][bookmark: _Toc90503524] Tools
	Sl. No
	Name 
	Description
	Configuration information

	1
	Service-Now
	Ticketing tools user for reporting bugs.
URL: https://zurichitsm.service-now.com
	



[bookmark: _Toc11713006][bookmark: _Toc304397055][bookmark: _Toc17438193][bookmark: _Toc90503525]ENVIRONMENT
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Dev/ Test/UAT/Prod environments
· Topology of the test/ development/ environments (e.g. servers, high availability solution, etc.)
· Sizing of the environments
· Runtime configuration (which processes shall be active at runtime)
· Details of key configuration settings per environment
· Promoting code to production
------------------------------------------------------------>

[bookmark: _Toc11713007][bookmark: _Toc304397056][bookmark: _Toc17438194][bookmark: _Toc90503526] Development/ Testing/ Production Support
   There are 4 environments for the application.

· DEV : Code compiling, Issue root cause analysis will be done in this environment .
· SIT: Any testing activity is also carried out in this environment.
· UAT: It is a replication of higher environment
· PROD: Live environment.

                 
1.1.6. [bookmark: _Toc11713008][bookmark: _Toc304397057]Hardware Configuration*
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide details of hardware configuration (topology, server names) of Dev/Test/UAT/Prod etc.
      	------------------------------------------------------------>
              NA

7.1.2 [bookmark: _Toc11713009][bookmark: _Toc304397058]Software Configuration
[bookmark: _Toc11713011][bookmark: _Toc304397060]<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide details of software configuration of Dev/Test/ UAT /Prod etc.
      	------------------------------------------------------------>
Refer to section 2.3.1 for software configuration information.
             





7.1.3 URLs
[bookmark: _Toc304397061]<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide application links for Dev/Test/ UAT /Prod etc
 ------------------------------------------------------------>
Polo Maintenance Application is accessible with the below links

	Environment
	URL

	DEV
	https://poloweb.dev-claims-zeus.zurich.com:20202/PoloMaintenanceClient/faces/PoloLoginView.jsp

	SIT
	https://poloweb.sit-claims-zeus.zurich.com/PoloMaintenanceClient/faces/PoloLoginView.jsp

	UAT
	https://poloweb.uat-claims-zeus.zurich.com/PoloMaintenanceClient/faces/PoloLoginView.jsp

	PROD 
	https://poloweb.claims-zeus.zurich.com/PoloMaintenanceClient/faces/PoloLoginView.jsp




7.1.4 	Database Configuration 
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide details of database configuration for Dev/Test/ UAT /Prod etc 
------------------------------------------------------------>

Refer to the section 5.2 for information.

[bookmark: _Toc11713013][bookmark: _Toc304397062][bookmark: _Toc17438195][bookmark: _Toc90503527]TESTing 
[bookmark: _Toc11713014][bookmark: _Toc304397063][bookmark: _Toc17438196][bookmark: _Toc90503528] Test Strategy
<------------------------------------------------------------
*This text should be deleted after completing the Run book
· Describe test strategy to test the application	
      ------------------------------------------------------------>
SIT Testing: System Integration Testing

UAT Testing: User acceptance testing 

[bookmark: _Toc11713015][bookmark: _Toc304397064][bookmark: _Toc17438197][bookmark: _Toc90503529]Test Cases
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Mention the path for Unit, Integration, System and Regression test cases
------------------------------------------------------------>
Test cases are defined and managed by the Wipro Testing team.  The development team tests unit test cases. Below excel file has the list of unit test cases executed as part of unit testing.




[bookmark: _Toc17438198][bookmark: _Toc90503530]Test Data Anonymisation (Data Masking)
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Is masked data used
· If yes,  what mechanisms are used for data masking and by whom are they performed
------------------------------------------------------------>
Production data from POLO data base is masked and copied into all lower environments, for getting more accurate results during application testing.
[bookmark: _Toc17438199][bookmark: _Toc90503531] Testing Tools
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Testing tools normally used (i.e. HPQC)
------------------------------------------------------------>
               NA
[bookmark: _Toc304397065][bookmark: _Toc17438200][bookmark: _Toc90503532][bookmark: _Toc11713018]Application SuPport
[bookmark: _Toc190184611][bookmark: _Toc304397068][bookmark: _Toc304397066][bookmark: _Toc17438201][bookmark: _Toc90503533] Incident Management
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide link to the relevant standard process document. In case there are deviations from the standard process, they have to be documented in this Chapter
>    

Each incident requires a help desk ticket to be created for an issue. The ticket will have user details along with issue description. Help desk team assigns this incident to relevant revolver group. 

Service Now Resolver Group:  UK-ZEUS-POLO

Each incident is a unique element created for each issue. Help desk team receives complaints from users and create an incident on behalf of user. The incident will have user details along with issue description. The Help Desk team assigns this incident to the relevant resolver group.

The application support team logs in to Service-Now and when they select their group, all incidents assigned to their group will be displayed. After fixing the issue, the status of incident will be made as resolved and send a mail to user for confirmation. Once we get confirmation from users, we can close the incident.









[bookmark: _Toc17438203][bookmark: _Toc90503534][bookmark: _Toc190184598][bookmark: _Toc304397067]Problem Management
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide link to the relevant standard process document. In case there are deviations from the standard process, they have to be documented in this Chapter
      >
Problem management is done through Service-Now Tool. When user reports a problem about the application through Help Desk, e-Support team will raise a problem with all the details like contact, problem information and any attachment for the problem and assign it to Polo Maintenance Application resolving group. 

If it is high severity problem and impacting to multiple users, MIM team will inform Zurich operations team to open a tech call with DXC. 

Polo Maintenance Application support team will login to Service-Now and access problems. Team will work on problems and update the status accordingly. Once the problem is resolved and after getting the confirmation from user, the problem will be closed.	
[bookmark: _Toc304397071][bookmark: _Toc17438204][bookmark: _Toc90503535] Change Management
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide link to the relevant standard process document. In case there are deviations from the standard process, they have to be documented in this Chapter
      ------------------------------------------------------------>
The application support team implement, and unit tests change in the SIT environment. The change is then migrated to test environments for system and integration test. Next, the application team will deploy the change to UAT for Zurich to QA. After getting the official sign-off from Zurich the change will be moved to the production environment.

[bookmark: _Toc13069555][bookmark: _Toc13070126][bookmark: _Toc304397072][bookmark: _Toc17438205][bookmark: _Toc90503536] Release Management
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide link to the relevant standard process document. In case there are deviations from the standard process, they have to be documented in this Chapter
      >
A production release date is decided upon after successful completion to UAT. An Application Change Request is submitted to the administrator including the date of the release and the details of the changes. A representative is required to present the change in the CBB meetings.

The change request is approved by DXC and Zurich.

The downstream applications are notified in case they are impacted by the change.

The server/ database admin migrates the release changes to the Production system. The DXC ASP team co-ordinates with the DXC ISP team to promote these changes to live environment.	
[bookmark: _Toc17438206][bookmark: _Toc90503537] Database Management
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Describe database management process e.g.: database backup, index management etc. Provide link to the relevant standard process document if such exists. In case there are deviations from the standard process, they have to be documented in this Chapter
      ------------------------------------------------------------>
Database management is carried out by a different support team: ZFS-EMEA-DB Services Oracle.

[bookmark: _Toc190184631][bookmark: _Toc304397074][bookmark: _Toc17438207][bookmark: _Toc90503538] Disaster Recovery Management
<------------------------------------------------------------
*This text should remain in the run book even after completion* The section is applicable only for applications with DR.
· Provide link to the relevant DR document covering the topics listed below. In case such document does not exist, it has to be created or this section has to be filled out: 
1. Disaster Recovery Strategy.

2. Disaster Recovery architecture (high availability solution).

3. Primary Data Center.

4. Recovery Data Center.

5. Recovery Time Objective: In the event of a disaster at the primary data center, the application shall be recovered at recovery data center within <for example; 72 hours> of disaster declaration.

6. Recovery Point Objective: The acceptable amount of data that may be  lost when service is restored from the point of disaster (interruption) at the primary data center is <for example; 24 hours>.

7. Disaster Recovery Plan.

8. Application Shutdown Procedures. These procedures should be followed during a controlled shut down scenario.

9. Application Recovery Activities
≪Include the activities to be performed for recovering the application components at DR site. Assume here that the platform teams have completed their recovery activities and handed over all servers to application (operations) team. The steps below should detail the activities or steps to be followed to ensure all application components are started and finally the application is ready to be handed over to business:
· Steps for verifying infrastructure and data recovery
· Applications start up procedures; including any dependencies from other applications
· Recovery from backup – what has to be done?
· Application recovery verification steps

<Include activities in chronological order to validate the applications business functionality.>
1. Step1
2. Step 2
3. Step 3 ... continues until all the Recovery Activities are complete.
4. L2 validation complete.
5. Report to Main DR Bridge immediately.
6. Wait for further instruction from designated Disaster Recovery Manager.

10. Latest date and results of DR test.
      ------------------------------------------------------------>	

Primary Data Center: 	SCUN

Recovery Data Center: 	ZUHA

[bookmark: _Toc190184618][bookmark: _Toc304397070][bookmark: _Toc17438208][bookmark: _Toc90503539] Configuration Management
      <------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide link to the relevant standard process document. In case there are deviations from the standard process, they have to be documented in this Chapter.
      ------------------------------------------------------------>	

              NA


[bookmark: _Toc190184632][bookmark: _Toc304397075][bookmark: _Toc17438209][bookmark: _Toc90503540] Security Management
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· If applicable, provide details of security management e.g.: user authentication, application administration etc.
      ------------------------------------------------------------>

To access the Polo Maintenance Application, application user must have a personal account in zurich.uat / zurich.com domain.

[bookmark: _Toc17438217][bookmark: _Toc90503541]Application Monitoring
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section (if the application is monitored):
· Document which application components are monitored and which tools are used for monitoring
· Describe monitoring for frontend,  middle, backend
· Mention early morning application health checks/validation if any.
· Refer to Applications Monitoring processes under ISP contract if any
------------------------------------------------------------>
      NA

[bookmark: _Toc304397076] 

[bookmark: _Toc309663707][bookmark: _Toc17438218][bookmark: _Toc90503542]APPLICATION MANAGEMENT
[bookmark: _Toc11713020][bookmark: _Toc309663708][bookmark: _Toc17438219][bookmark: _Toc90503543]Specify application management procedures
1.1.7. Service Request Management
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide link of SR life cycle
 ------------------------------------------------------------>

1.1.8. Incident / Problem Management
 		  <------------------------------------------------------------
*This text should be deleted after completing the Run book
· Provide link of incident / problem life cycle and Service Now  tool
· List the Service Now resolver groups related to the application
             ------------------------------------------------------------>
Remedy Groups are as follows: 
	Remedy Group
	Owner

	UK-ZEUS-POLO
	DXC



1.1.9. Escalation Management
   <------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide escalation matrix
      	   ------------------------------------------------------------>

	Role
	Responsibilities

	Application support team members (Developers)
	Responsible for resolving the production issues (CR, closing of snow tickets etc) – 
· Hari Srivatsava Bharatula, 
· Varun Muddasani
· Aparna Ganji
· Sanjana Polepally

	Service Manager
	Responsible for the application support and related team management activities – Amit Gulhane

	Delivery Executive
	1st level of escalation in case of any issue related to application support – Krishna Pal, Singh Manish Tomar

	Global Delivery Executive
	2nd level of escalation in case of any issue related to application support –  Kaushik Dutta



 


Error Log Files
   <------------------------------------------------------------
*This text should remain in the run book even after completion*
Provide link of following details in this section
· Which error log files exist
· What is structure of log files
· Key exceptions thrown in the log files
    ------------------------------------------------------------> 

	Environment
	Server
	Path
	Brief description

	PROD
	CEALA14433
CEALA14434
CEALA14435
CEALA14436
	/var/jboss/jbs7mic01/app_logs/
	Logs location for POLO Maintenance Application

	UAT
	CEALA14043
CEALA14044
CEALA14045
	/var/jboss/jbs7mic01/app_logs/
	Logs location for POLO Maintenance Application

	PROD
	CEALA14433
CEALA14434
CEALA14435
CEALA14436
	/var/jboss/jbs7mic01/app_logs/zeus/zeus_d02a/axis2
	Logs location for POLO Load Block Policy Webservice

	UAT
	CEALA14043
CEALA14044
CEALA14045
	/var/jboss/jbs7mic01/app_logs/zeus/zeus_d02a/axis2
	Logs location for POLO Load Block Policy Webservice



[bookmark: _Toc17438220][bookmark: _Toc90503544]Manual periodic tasks
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· manual cleanups of log files
· manual data management step
· any manual periodic task
------------------------------------------------------------>
· Log Clean Up Steps
· POLO DB check (if any)

[bookmark: _Toc17438221][bookmark: _Toc90503545]Start/ stop application
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Describe application Start/Stop procedure
------------------------------------------------------------>

Please note that POLO Maintenance Application is in shared environment and the application war file is placed in Integration Hub JVM which is common for vendors Capgemini and DXC.

Below location has the scripts in JBOSS server to start/stop of application.

User: jbs7mic
Start: /ssw/jbs7mic01/opr/scripts/startstopJboss.sh startint
Stop: /ssw/jbs7mic01/opr/scripts/startstopJboss.sh stopint

[bookmark: _Toc17438222][bookmark: _Toc90503546]Deployment of the application
<------------------------------------------------------------
*This text should remain in the run book even after completion*
Document following details in this section
· Responsibilities during deployment 
· Running migration scripts
· Manual adaptations of configuration files etc
------------------------------------------------------------>
Environments:
· SIT – System Integration Test – Deployments are managed DXC Middleware team
· UAT – User Acceptance Test. Deployments are managed DXC Middleware team
· PROD – Production.  Deployments are managed DXC Middleware team
[bookmark: _Toc304397078][bookmark: _Toc17438223][bookmark: _Toc90503547][bookmark: _Toc11713021]metrics
[bookmark: _Toc304397079][bookmark: _Toc17438224][bookmark: _Toc90503548]Application Transaction Information
[bookmark: _Toc304397080]<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide details on current average and upper limits of transactions/ day, #concurrent users
· Expected growth in terms of transactions and users
        ------------------------------------------------------------>

NA
[bookmark: _Toc17438225][bookmark: _Toc90503549]Application Capacity
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide details of current application size e.g.: database size, code size etc.
· Provide details of expected growth
        ------------------------------------------------------------>

NA

[bookmark: _Toc17438226][bookmark: _Toc90503550]Maintenance Request Classification
[bookmark: _Toc304397081]<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Details of maintenance request e.g.: work order, project etc
        ------------------------------------------------------------>

NA

[bookmark: _Toc17438227][bookmark: _Toc90503551]Service Levels
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Provide details of SLA for application
       ------------------------------------------------------------> 

NA

[bookmark: _Toc304397082][bookmark: _Toc11713023]
[bookmark: _REFERENCES][bookmark: _Toc17438231][bookmark: _Toc90503552]REFERENCES
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Give reference of document repository, wiki links etc.
 ------------------------------------------------------------>
	[bookmark: _Toc11713024]Sl.No
	Name
	Description
	Version.Revision/ Issue date

	1
	

	Architectural Specifications Document
	1.3 / 22nd May 2020

	2
	

	LDAP Design Change Document
	1.0 / 22nd May 2020

	3
	Polo Maintenance OCD document  
	URLs, network setup, port details
	0.1 / 05th November 2020

	5
	Mentioned in the Inter Group Coordination section of document
	List of support team emails
	NA






[bookmark: _Toc304397083][bookmark: _Toc17438232][bookmark: _Toc90503553]Glossary
<------------------------------------------------------------
*This text should remain in the run book even after completion*
· Give acronyms and technical term
------------------------------------------------------------>

	Term 
	Description

	CCB
	Change Control Board

	APM
	Application Management Team

	Blanket
	policy – these are Local Authority block policies – 1 policy is issued each year; these are for individuals who have purchased their home on a leasehold basis from the authority. The authority are responsible for setting up the insurance under the block policy and individual customers are added to that block policy to cover their property. The block policy is uploaded into polo with the local authority being the policyholder.   No risk level information is held in polo

	BST
	Business Support Team

	DBMS
	Database Management System

	DA
	Delegated Authority

	MI
	Management Information

	POLO
	Policy Lookup Application

	SIT
	System Integration Test

	SLA
	Service Level Agreement

	SVN
	Subversion (Software used for code management)

	TPA 
	Third Party Administrator

	UAT
	User Acceptance Test

	PROD
	Production Environment
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Helpdesk team creates incident in Service-Now with all details 


Helpdesk team assigns the incident to relevant resolver group


Application support team picks up the incident in Sevice-Now system


Application support team fixes the issue


Application support team closes the incident once they get confirmation from user



CR is discussed and approved by Change Control Board


The support team implements the change


The change is deployed in test enviroments for system and integration test


The change is deployed in  UAT enviroments  and tested by Zurich


The change is moved to Porduction once the CR is approved.
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TWS jobs for POLO.xlsx
PROD

		Batch		Finance Related?		Short Description		TWS -		LPAR		Old Application ID		New Application ID		TWSJob		Old TWS Job Name		New TWS Job Name		Old Application ID (PROD)		New Application ID (PROD)		New Workstation ID

		Process ID						In Scope

		Z02_P003		No		Load Blocks & Blankets				ZUR1		PM		PG		A230S		PPMA230S		PPGA230S		PGZA#ADH#PM##203		PGZA#ADH#PG##203		MLX1

		Z02_P003		No		Load Blocks & Blankets				ZUR1		PM		PG		A230#		PPMA230#		PPGA230#		PGZA#ADH#PM##203		PGZA#ADH#PG##203		CPUP

		Z02_P004		No		Auto Renew Blocks & Blankets				ZUR1		PM		PG		W240S		PPMW240S		PPGW240S		PGZA#ADH#PM##204		PGZA#ADH#PG##204		MLX1

																						PGZA#SUN#PM##204 It runs every Sunday		PGZA#SUN#PG##204 It runs every Sunday

		Z02_P004		No		Auto Renew Blocks & Blankets				ZUR1		PM		PG		W240#		PPMW240#		PPGW240#		PGZA#ADH#PM##204		PGZA#ADH#PG##204		CPUP

																						PGZA#SUN#PM##204 It runs every Sunday		PGZA#SUN#PG##204 It runs every Sunday







UAT

		Work		Scheduler		Batch		Finance Related?		Short Description		Comments		LPAR		Old Application ID		New Application ID		TWSJob						Old TWS Job		New		Old Application ID		New Application ID

		Package				Process ID																				Name		TWS Job

																												Name

		WP02		TWS		Z02_P003		No		Load Blocks & Blankets		DXC ASP (POLO Team)		ZUR1		PM		PG		A230S						CPMA230S		CPGA230S		CGZA#ADH#PM##203		CGZA#ADH#PG##203

		WP02		TWS		Z02_P003		No		Load Blocks & Blankets		DXC ASP (POLO Team)		ZUR1		PM		PG		A230#						CPMA230#		CPGA230#		CGZA#ADH#PM##203		CGZA#ADH#PG##203

		WP02		TWS		Z02_P004		No		Auto Renew Blocks & Blankets		DXC ASP (POLO Team)		ZUR1		PM		PG		W240S						CPMW240S		CPGW240S		CGZA#ADH#PM##204		CGZA#ADH#PG##204

																														CGZA#SUN#PM##204 It runs every Sunday		CGZA#SUN#PG##204 It runs every Sunday

		WP02		TWS		Z02_P004		No		Auto Renew Blocks & Blankets		DXC ASP (POLO Team)		ZUR1		PM		PG		W240#						CPMW240#		CPGW240#		CGZA#ADH#PM##204		CGZA#ADH#PG##204

																														CGZA#SUN#PM##204 It runs every Sunday		CGZA#SUN#PG##204 It runs every Sunday
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Polo Maintenance Tables used by Personal and Commercial lines LOB.xlsx
Polo Maintenance Tables 

		Personal Lines LOB Tables		Commercial Lines LOB Tables 

		ProductProviderKey 
PolicyBookletCoverageComponent 
PolicyBookletVersion 
PolicyBooklet 
EndorsementSetversion 
EndorsementSet 
PolicyBookletCoverage 
PolicyBookletCoverageLimit 
PolicyBookletCoverageExcess 
Endorsement 
ProductPolicyBookEndSetRlshp 
PolicyBookletCoverageTerm 
PolicyBookletCvgTermLimit 
PolicyBookletCvgTermExcess 

		CommDocumentStoreLink  
CommExternalMarketingReference  
CommLineOfBusiness  
CommMFU  
CommPolicyBooklet  
CommPolicyBookletVersion  
CommPolicyPrefix  
CommProductPolicyBookRlshp  
CommProductProviderKey  
CommProductType  
CommProductVariant  
CommProvider  
CommWorkgroup  
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POLO-WEBAPP-UnitTesting-Testcases_Status.xlsx
Summary

								Summary

								Row Labels		Count of S.No

								PASS		29

								Grand Total		29





UnitTesting_TestCases

		S.No		TestCase Type		ID		TestCase Description		Execution Steps		Status

		1		BUC155 Add a Policy Booklet Detail item		14090		TC001_TS012_BUC155_Add a Policy Booklet Detail item_Clone_CoverageTerm_Verify that user is able to Clone existing Policy Booklet Coverage Term details		Test Case ID:
TC001_TS012_BUC155_Add a Policy Booklet Detail item_Clone_Coverage_Verify that user is able to Clone existing Policy Booklet Coverage Term details

Test Case Description:
Verify that user is able add new coverage details by Cloning existing Policy Booklet Coverage Term details but coverage  cannot be cloned for the selected Coverage Term record.

Expected Result:
System responds by displaying added new Policy Booklet Coverage details for Policy Booklet version on 'Policy Booklet Detail' screen.

Prerequisite:
1. The repository for Policy Booklet & Endorsement Data is available, and the user (ZEUS Business Support Team) has the relevant access permissions.
2. Ensure that Policy Booklet version should exist.
3. Ensure that Policy Booklet Coverage and Coverage Term should exist for the selected Policy Booklet version.

Test Data:
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant
Coverage Name
Display Order
Major Ext. of Cover
Coverage Term Name
Coverage Term(CT) Display Order
Extension
Excess Applicable
Limit Applicable
Excess Amount
Excess Application
Limit Amount
Limit Amount Type
Limit Statement		PASS

		2		BUC156 Add an Endorsement to an Endorsement Set		14092		TC001_TS002_BUC156_Add an Endorsement to an Endorsement Set_Save_Home_Verify that user is able to Add  Endorsement details to an Endorsement Set version for Home LOB		Test Case ID
TC001_TS002_BUC156_Add an Endorsement to an Endorsement Set_Save_Home_Verify that user is able to Add  Endorsement details to an Endorsement Set version for Home LOB

Test Case Description
Verify that user is able to Add Endorsement details to an Endorsement Set version for Home LOB.

Expected Result
System should display all the added Endorsement details to an Endorsement set version for Home LOB.  

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available, and the user has the relevant access permissions.
2. Endorsement Set Version should exist

Test Data
Enter valid Home LOB data in the following fields
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant
Code
Name		PASS

		3		BUC157 Edit a Policy Booklet Detail item		14096		TC001_TS004_BUC157_Edit a Policy Booklet Detail item_Coveragetermdetails_Home_ Verify that user is able to edit the required Policy Booklet coverage term details and saving the item details to an Policy Booklet version for Home LOB		Test Case ID
TC001_TS004_BUC157_Edit a Policy Booklet Detail item_Coveragetermdetails_Home_Verify that user is able to edit the required Policy Booklet coverage term details and saving the item details to an Policy Booklet version for Home LOB

Test Case Description
Verify that user is able to edit the required Policy Booklet coverage term details and saving the item details to an Policy Booklet version for Home LOB.

Expected Result
System should respond by displaying all the updated Policy Booklet coverage term details on 'Policy Booklet Detail' screen for Home LOB.
Coverage Display order should not be re-ordered when the Coverage Term record associated to Coverage is updated.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available and the user has the relevant access permissions.
2.  Ensure that New Policy Booklet version has been added or already exists.
3. Ensure that Coverage term associated to Coverage for the selected Policy Booklet version.

Test Data:
Enter valid Home LOB data in the following fields
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant
Coverage Name
Display Order
Major Ext. of Cover
Coverage Term Name
Coverage Term(CT) Display Order
Extension
Excess Applicable
Limit Applicable
Excess Amount
Excess Application
Limit Amount
Limit Amount Type
Limit Statement		PASS

		4		BUC158 Edit an Endorsement with in an Endorsement Set		14098		TC001_TS002_BUC158_Edit an Endorsement with in an Endorsement Set_Save_Home_Verify that user is able to enter the required Endorsement details and saving the Endorsement details to an Endorsement set version for Home LOB.		Test Case ID
TC001_TS002_BUC158_Edit an Endorsement with in an Endorsement Set_Save_Home_Verify that user is able to enter the required Endorsement details and saving the Endorsement details to an Endorsement set version for Home LOB.

Test Case Description
Verify that user is able to enter the required Endorsement details and saving the Endorsement details to an Endorsement set version for Home LOB.

Expected Result
System should respond by displaying all the updated Endorsement details on the 'Endorsement details' screen for Home LOB.  

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available and the user has the relevant access permissions.
2. Endorsement Set Version should exist.

Test Data
Enter valid Home LOB data in the following fields
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant
Code
Name		PASS

		5		BUC159 Delete a Policy Booklet Detail Item		14103		TC001_TS006_BUC159_Delete a Policy Booklet Detail item_Delete_message_Coverage and Coverage Terms		Test Case ID:
TC001_TS006_BUC159_Delete a Policy Booklet Detail item_Delete_message_Coverage and Coverage Terms 

Test Case Description
Verify that system generates a message when a policy booklet coverage is selected for deletion which has associated Coverage terms on the 'Policy Booklet Detail' screen.

Expected Result
System should display the message as "This Coverage has associated Coverage Terms. The Coverage and associated Coverage Terms will all be deleted. Please confirm you wish to continue"  when a Policy Booklet coverage is selected for deletion on the 'Policy Booklet Detail' screen.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available, and the user has the relevant access permissions.
2. Ensure that the Latest Policy Booklet version with in the Booklet set should exist.
3.Coverage should have associated Coverage terms for the selected Policy Booklet version.

Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		6		BUC160 Delete an Endorsement from an Endorsement Set		14105		TC001_TS002_BUC160_Delete an Endorsement from an Endorsement Set_Delete_Home		Test Case ID
TC001_TS002_BUC160_Delete an Endorsement from an Endorsement Set_Delete_Home

Test Case Description
Verify that user is able to delete the endorsement detail from an Endorsement set for Home LOB.

Expected Result
System should remove that selected Endorsement details from Endorsement Set for Home LOB.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available, and the user has the relevant access permissions.
2. Endorsement Set Version should exist

Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		7		BUC161 View Policy Booklet Detail		14107		TC001_TS002_BUC161_View Policy Booklet Detail_Verify that user is able to view  all the Policy Booklet Detail items currently attached to the Policy Booklet Version for Home LOB		Test Case ID:
TC001_TS002_BUC161_View Policy Booklet Detail_Verify that user is able to view  all the Policy Booklet Detail items currently attached to the Policy Booklet Version for Home LOB

Test Case Description
Verify that user is able to view  all the Policy Booklet Detail items currently attached to an selected Policy Booklet Version for Home LOB.

Expected Result
System should respond by displaying all the Policy Booklet Detail items currently attached to the Policy Booklet Version on 'Policy Booklet Detail' screen for Home LOB.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available, and the user has the relevant access permissions.
2. Ensure that the Policy Booklet version should exist.

Test Data
Valid Home LOB data should be available in the following fields:
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant
Coverage Name
Display Order
Major Ext. of Cover
Coverage Term Name
Coverage Term(CT) Display Order
Extension
Excess Applicable
Limit Applicable
Excess Amount
Excess Application
Limit Amount
Limit Amount Type
Limit Statement		PASS

		8		BUC162 View an Endorsement within an Endorsement Set		14109		TC001_TS002_BUC162_View an Endorsement from an Endorsement Set_View_Home_Verify that user is able to view  all the Endorsement Details currently attached to the Endorsement Set Version for Home LOB.		Test Case ID
TC001_TS002_BUC162_View an Endorsement from an Endorsement Set_View_Home_Verify that user is able to view  all the Endorsement Details currently attached to the Endorsement Set Version for Home LOB.

Test Case Description
Verify that user is able to view all the Endorsement Details currently attached to the Endorsement Set Version for Home LOB.

Expected Result
System should respond by displaying all the Endorsement Details currently attached to the Endorsement Set Version for Home LOB.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available, and the user has the relevant access permissions.
2. Endorsement Set Version should exist

Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		9		BUC216 Search for a Policy Booklet/Endorsement Set Version		14119		TC001_TS018_BUC216_Search for a Policy Booklet or Endorsement Set Version_Clone an existing version of Endorsement Set		Test Case ID
TC001_TS018_BUC216_Search for a Policy Booklet or Endorsement Set Version_Clone an existing version of Endorsement Set

Test Case Description
Verify that user is able to clone an existing version of Endorsement Set.

Expected Result
User should be able to clone an existing version of Endorsement Set.

Prerequisite
The repository for Policy Booklet & Endorsement Data is available and the user has the relevant access permissions.

Test Data
MFU
LOB
TPA   
Product Provider                                                                             
Product Name
Product Variant		PASS

		10		BUC237 Add or Amend Endorsement Set Version		14128		TC001_TS014__BUC237_Add or Amend Endorsement Set Version_Set previous version Dates_Verify that system sets the current Policy Booklet  Set previous version when the latest version New Business effective and Renewal Effective dates are updated.		Test Case ID
TC001_TS014__BUC237_Add or Amend Endorsement Set Version_Set previous version Dates_Verify that system sets the current Policy Booklet  Set previous version when the latest version New Business effective and Renewal Effective dates are updated.

Test Case Description
Verify that system sets the current Policy Booklet  Set previous version when the latest version New Business effective and Renewal Effective dates are updated.

Expected Result
System updates the current Endorsement Set previous version and automatically sets the New Business effective to date to be the day before the new version New Business Effective Date, sets the Renewal effective to date to be the day before the new version Renewal Effective Date and
Last updated User and Timestamp Updated of current Endorsement Policy Booklet Set previous version is not amended.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available and the user has the relevant access permissions.
2. Ensure that the Policy Booklet with multiple versions exist.

Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		11		BUC238 View a Policy Booklet Version		14130		TC001_TS002_BUC238_View a Policy Booklet Version_View_Home_ Verify that user is able to view  all the Policy Booklet version details for the selected Policy Booklet Version for a Home LOB		Test Case ID
TC001_TS002_BUC238_View a Policy Booklet Version_View_Home_ Verify that user is able to view  all the Policy Booklet version details for the selected Policy Booklet Version for a Home LOB

Test Case Description
Verify that user is able to view  all the Policy Booklet version details for the selected Policy Booklet Version for a Home LOB

Expected Result
System should respond by displaying all the Policy Booklet version details for the selected Policy Booklet Version on 'Policy Booklet & Version Detail' screen for a Home LOB

Prerequisite
The repository for Policy Booklet & Endorsement Data is available and the actor has the relevant access permissions.
Please ensure that Policy Booklet should exist.      
                                                                                                                  
Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant

Scenario ID
TS002_BUC238_View a Policy Booklet Version_View_Home

Note: N/A		PASS

		12		BUC239 View an Endorsement Set Version		14132		TC001_TS002_BUC239_View an Endorsement Set Version_Home_Verify that user is able to view  all the Endorsement set version details for the selected Endorsement Set version for Home LOB.		Test Case ID
TC001_TS002_BUC239_View an Endorsement Set Version_Home_Verify that user is able to view  all the Endorsement set version details for the selected Endorsement Set version for Home LOB.

Test Case Description
Verify that user is able to view  all the Endorsement set version details for the selected Endorsement Set version for Home LOB.

Expected Result
System should respond by displaying all the Endorsement set version details for the selected Endorsement Set version for Home LOB.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available and the user has the relevant access permissions.
2. Ensure that Endorsement set version exist.
                                                                                                                        Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		13		BUC240 Delete a Policy Booklet Version		14137		TC001_TS008_BUC240_Delete a Policy Booklet Version_Delete Product Association		Test Case ID
TC001_TS008_BUC240_Delete a Policy Booklet Version_Delete Product Association

Test Case Description
Verify that system deletes the product association to a Policy Booklet   when Product Associations effective and effective to dates fall wholly within the effective dates of the Policy Booklet version deleted.

Expected Result
System should remove the product association for a Policy Booklet when a Policy Booklet version is deleted.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available and the user has the relevant access permissions.
2. Take a Policy Booklet Set which has  only 1 version available

Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		14		BUC241 Delete an Endorsement Set Version		14142		TC001_TS008_BUC240_Delete an Endorsement Set Version_Delete Product Association		Test Case ID
TC001_TS008_BUC240_Delete an Endorsement Set Version_Delete Product Association

Test Case Description
Verify that system deletes the product association to an Endorsement Set when Product Association effective and effective to dates fall wholly within the effective dates of the Endorsement Set version deleted.

Expected Result
System should remove the product association for a Endorsement Set when a Endorsement set version is deleted.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available and the user has the relevant access permissions.
2. Take a Endorsement which has  only 1 version available

Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		15		BUC243 Search for a Product Association		14144		TC001_TS002_BUC243_Search for a Product  Association_Home_Search_View or Amend_Verify that user is able to search for the Product Association details related to Home LOB		Test Case ID
TC001_TS002_BUC243_Search for a Product  Association_Home_Search_View or Amend_Verify that user is able to search for the Product Association details related to Home LOB

Test Case Description
Verify that user is able to search for the Product Association details related to Home LOB.

Expected Result
System should display the Product Association details in 'Search Policy Booklet & Endorsement Set Product Associations' screen related to Home LOB.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available, and the user has the relevant access permissions.
2. Product Association has been established either to a Policy Booklet or Endorsement set.

Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		16		BUC244 Add New Product Association		14153		TC001_TS012_BUC244_Add New Product Association_Set Product association Effective To Dates		Test Case ID
TC001_TS012_BUC244_Add New Product Association_Set Product association Effective To Dates

Test Case Description
Verify that system automatically sets latest existing version dates when a Product Provider Key for the new Association already exists.

Expected Result
System automatically sets the New Business Effective To date of the latest existing version, to be the day before the new  Business Effective From Date of the newly added version, sets the Renewal Effective To date of the latest existing version, to be the day before the new Renewal Effective From Date of the newly added version.
'Last Update Date' field of the latest existing version before the newly added version is not amended.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available and the user has the relevant access permissions.
2. Ensure that the Product Association to a Policy Booklet or Endorsement Set already exist.

Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		17		BUC245 Amend Product Association		14161		TC001_TS013_BUC245_Amend Product Association_Back dating_Endorsement		Test Case ID
TC001_TS013_BUC245_Amend Product Association_Back dating_Endorsement

Test Case Description
Verify that user is able to get Confirmation message if the product association being updated to an Endorsement Set and the new business effective date or renewal effective date  is equal to or less than today.

Expected Result
System should display confirmation message as Confirmation message "Back-dated change  – INCORRECT SYSTEM RESULTS MAY OCCUR – please confirm" on "View / Amend Product Association" screen.

Prerequisite
1. The Repository for Policy Booklet & Endorsement Data system is available and the user has the relevant access permissions.
2. Ensure that Product association to Policy Booklet or Endorsement Set exist.

Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		18		BUC246 View Product Associations		14193		TC001_TS003_BUC246_View Product Associations_Motor		Test Case ID
TC001_TS003_BUC246_View Product Associations_Motor

Test Case Description
Verify that user is able to view  all the Product Association details for the selected Product Association Endorsement set record for Motor LOB.

Expected Result
System should respond by displaying all the Product Association details in ''View / Amend Product Association'' screen for Motor LOB.

Prerequisite
1. The Repository for Policy Booklet & Endorsement Data system is available and the user has the relevant access permissions.
2. Ensure that Product association to Policy Booklet or Endorsement set exist.

Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		19		BUC247 Delete Product Associations		14173		TC001_TS010_BUC247_Delete Product Association_View or Amend_Delete_Set previous Product association Effective To Dates		Test Case ID
TC001_TS010_BUC247_Delete Product Association_View or Amend_Delete_Set previous Product association Effective To Dates

Test Case Description
Verify that system automatically sets the previous current version Product association effective to dates when the current existing version is deleted from the search result on 'Search Policy Booklet/Endorsement Set Product Associations' screen.

Expected Result
System automatically un-set  the New Business Effective To date and Renewal Effective To date on the previous product association record when an existing product association current version is deleted.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available and the user has the relevant access permissions.
2. Ensure that the latest version of Product Association to a Policy Booklet or Endorsement Set exist.

Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS

		20		BUC248 Search for a Policy Booklet Version		13823		TC001_248_Search for a Policy Booklet Version_Check Login credentials		Test Case ID
TC001_248_Search for a Policy Booklet Version_Check Login credentials

Test Case Description
Verify the user is able to get an error message when either user ID or password or both are wrong on 'Policy Booklet & Endorsement Data Repository'.

Expected Result
System should display error message in red "User not authorised" when user ID is not authorized.
And "User name and / or password is not correct", if user ID and/or password does not match.

Prerequisite
1. The Repository for Policy Booklet system is available and the User has the relevant access permissions.
2. At least one Policy Booklet has been established.

Scenario ID
TS001_BUC248_Search for a Policy Booklet Version_Check Login credentials		PASS

		21		BUC249 Add/Amend a Policy Booklet		13866		TC024_249_Add Amend a Policy Booklet_Validate FLS Specifications for Commercial Policy Booklet Version screen.		Test Case ID
TC024_249_Add Amend a Policy Booklet_Validate FLS Specifications for 'Commercial Policy Booklet Version' screen.

Test Case Description
Verify FLS Specifications of 'Commercial Policy Booklet Version' screen.

Expected Result
FLS specifications on 'Commercial Policy Booklet Version' screen should be displayed as per the FLS .

Prerequisite
1. The Repository for Policy Booklet is available and the Actor has the relevant access permissions.
2. At least one Policy Booklet has been established.

Scenario ID
TS018_BUC249_Add/Amend a Policy Booklet_FLS Specifications		PASS

		22		BUC257 Search for a Policy Certificate/Schedule Version		13968		TC037_257_Search for a Policy Certificate Schedule Version_FLS Specifications		Test Case ID
TC037_257_Search for a Policy Certificate Schedule Version_FLS Specifications.

Test Case Description
Validate FLS specifications on 'Search Commercial Policy Certificate Schedule' screen.

Expected Result
FLS specifications of 'Search Commercial Policy Certificate Schedule' screen should match with FLS specifications document.

Prerequisite
The appropriate Policy Certificate Schedule is listed on the screen.

Scenario ID
TS023_BUC257_Search for a Policy Certificate Schedule Version_FLS Specifications.		PASS

		23		BUC258 Add/Amend a Policy Certificate Version		13999		TC031_258_Amend a Policy Certificate Version_Error message_Duplicate Policy Certificate Associations		Test Case ID
TC031_258_Amend a Policy Certificate Version_Error message_Duplicate Policy Certificate Associations 

Test Case Description
Verify error message display while amending a new Policy Certificate when the combination of Product "Key" is not unique on 'Commercial Policy Certificate Version' screen.

Expected Result:
Verify error message "Duplicate Record already exists - Please re-enter" is displayed, when user is amending a new Policy Certificate with non-unique "Key" details on 'Commercial Policy Certificate Version' screen.

Prerequisite
The repository for Policy Certificate is available and the Actor has the relevant access permissions.

Scenario ID
TS017_BUC258_Amend a Policy Certificate Version_Error message_Duplicate Policy Certificate Associations		PASS

		24		BUC259 Add/Amend a Policy Schedule Version		14030		TC031_259_Amend a Policy Schedule Version_Error message_Duplicate Policy Schedule Associations		Test Case ID
TC031_259_Amend a Policy Schedule Version_Error message_Duplicate Policy Schedule Associations 

Test Case Description
Verify error message display while amending a new Policy Schedule when the combination of Product "Key" is not unique on 'Commercial Policy Schedule Version' screen.

Expected Result:
Verify error message "Duplicate Record already exists - Please re-enter" is displayed, when user is amending a new Policy Schedule with non-unique "Key" details on 'Commercial Policy Schedule Version' screen.

Prerequisite
The repository for Policy Schedule is available and the Actor has the relevant access permissions.

Scenario ID
TS017_BUC259_Amend a Policy Schedule Version_Error message_Duplicate Policy Schedule Associations		PASS

		25		BUC260 View a Policy Certificate Version		14040		TC010_260_View a Policy Certificate Version_View and close_Global Corporate UK_Casualty		Test Case ID
TC010_260_View a Policy Certificate Version_View and close_Global Corporate UK_Casualty

Test Case Description
Verify that user is able to view all the Policy Certificate details for search criteria MFU as Global Corporate UK, LOB as Commercial Casualty, Work Group as 4PIU and successfully close the screen after viewing and verify that document opens in repository on clicking the hyperlink.

Expected Result
System should respond by displaying all the Policy Certificate details on ''Commercial Policy Certificate Version" screen for search criteria MFU as Global Corporate UK, LOB as Commercial Casualty, Work Group as 4PIU and successfully close the screen based on user input.

Prerequisite
The repository for Policy Certificate is available and the Actor has the relevant access permissions.

Scenario ID
TS003_BUC260_View a Policy Certificate Version_View_close		PASS

		26		BUC261 View a Policy Schedule Version		14050		TC010_261_View a Policy Schedule Version_View and close_Global Corporate UK_Casualty_4PIU		Test Case ID
TC010_261_View a Policy Schedule Version_View and close_Global Corporate UK_Casualty_4PIU

Test Case Description
Verify that user is able to view all the Policy Schedule details for search criteria MFU as Global Corporate UK, LOB as Commercial Casualty, Work Group as 4PIU and successfully close the screen after viewing and verify that document opens in repository on clicking the hyperlink.

Expected Result
System should respond by displaying all the Policy Schedule details on ''Commercial Policy Schedule Version" screen for search criteria MFU as Global Corporate UK, LOB as Commercial Casualty, Work Group as 4PIU and successfully close the screen based on user input.

Prerequisite
The repository for Policy Schedule is available and the Actor has the relevant access permissions.

Scenario ID
TS003_BUC261_View a Policy Schedule Version_View_close		PASS

		27		BUC262 Delete a Policy Certificate Version		14069		TC019_262_Delete a Policy Certificate Version_Warning message_Single Version exists_Global Corporate UK		Test Case ID
TC019_263_Delete a Policy Certificate Version_Warning message_Single Version exists_Global Corporate UK

Test Case Description
Verify warning message display, when user tries to delete the only 1 existing Version of a Policy Certificate.

Expected Result
System should display error message "You have selected to delete the only version of a Policy Certificate or Certificate Version. Do you wish to continue?" on 'Search Commercial Policy Certificate/Schedule' screen.

Prerequisite
The repository for Policy Certificate is available and the Actor has the relevant access permissions.

Scenario ID
TS005_BUC263_Delete a Policy Certificate Version_Warning message_Single Version exists		PASS

		28		BUC263 Delete a Policy Schedule Version		14084		TC015_263_Delete a Policy Schedule Version_Warning message_Single Version exists		Test Case ID
TC015_263_Delete a Policy Schedule Version_Warning message_Single Version exists

Test Case Description
Verify warning message display, when user tries to delete the only 1 existing Version of a Policy Schedule.

Expected Result
System should display error message "You have selected to delete the only version of a Policy Schedule or Schedule Version. Do you wish to continue?" on 'Commercial Policy Schedule Version' screen.

Prerequisite
The repository for Policy Schedule is available and the Actor has the relevant access permissions.

Scenario ID
TS005_BUC263_Delete a Policy Schedule Version_Warning message_Single Version exists		PASS

		29		BUC276 Add/Amend a Policy Booklet version		14195		TC001_TS007_BUC276_Add or Amend a Policy Booklet version_View or Amend_Motor		Test Case ID
TC001_TS007_BUC276_Add or Amend a Policy Booklet version_View or Amend_Motor

Test Case Description
Verify that user is able to amend required Policy booklet version details when user selects a particular Policy Booklet version from the search result for Motor LOB.

Expected Result
System should respond by displaying all the updated Policy Booklet version details to a Policy Booklet Version for Motor LOB.

Prerequisite
1. The repository for Policy Booklet & Endorsement Data is available and the user has the relevant access permissions. 
2. Ensure that a Policy Booklet version should exist. 
                                                                                                                               Test Data
MFU  
LOB
TPA    
Product Provider                                                            
Product Name                                                                
Product Variant		PASS
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This document has been prepared by DXC.technology. The contents are confidential and must not be communicated in whole or in part to any other party without the prior written approval of DXC.technology.

No copy or other reproduction, other than for the purpose of evaluation of this document, shall be made in whole or in part without the prior written permission of DXC.technology.

The following notice applies to this document and shall be reproduced on any permitted copies.

Copyright © DXC.technology 2020. All rights reserved.

[bookmark: _Toc484797376][bookmark: _Toc534295672][bookmark: _Toc40797965]Document Purpose

This document contains the architecture specification for Policy Lookup (POLO) application that is developed based on Waterfall model. It intends to cascade proper information to the architects, PMs, and development team so that the information flow is consistent and coherent. 
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[bookmark: _Toc40797969]Introduction 

The POLO (Policy Lookup) application provides a single source of Policy data and a repository for Policy Booklet and Endorsement Set and their Product association data. The extent to which it can do this depends on the data that TPAs can provide. This application ensures that policy and coverage data is always available to GWCC and provides GWCC with policy information for block policies ( DA & Blankets schemes).

[bookmark: _Toc40797970]Purpose

The purpose of this document is to capture the architectural solution of the POLO (Policy Lookup) application. This document incorporates the conceptual, logical and physical views of the application architecture, and highlights the key architectural components of the application.

[bookmark: _Toc40797971]Scope

[bookmark: _Toc456598589]The scope of this document is limited to the solution architecture, addressing the functional requirements of the Policy Lookup (POLO) application, currently on Redhat Linux 5.8, using legacy Java and IBM WAS, being remediated to Open JDK and JBOSS and database migration from MS SQL Server 2008 to MS SQL Server 2016. PoloMaintenanceClient application will be deployed as part of the migration.



[bookmark: _Toc40797972]Architecture Overview

[bookmark: _Toc40797973]Architecture Description

The current application is built using Java web technology standards (Java, JSP, JSF) deployed on Redhat Linux 5.8. This application is integrated with the other applications using IBM B2B Integrator®. It is proposed to remediate this application from legacy Java and IBM WAS to JBoss, Open JDK on Redhat Linux 7.x and database migration from MS SQL Server 2008 to MS SQL Server 2016.

The key business functions to be supported by the Policy Lookup component (POLO) are as follows:

· Provide a single source of policy data and acts as a repository for policy booklet and endorsement data.

· Provide facility to maintain Booklet and Endorsement data using custom Maintenance screens.

· Provide a facility via utility to load Block policies for DA & Blankets schemes into POLO.

[bookmark: _Toc40797974]Architecture Principles

The existing application architecture has been built using following architecture principles.

Principle 1: Well-defined application layers: the POLO application is built in layered components – presentation layer (HTML, JSP, Servlets), integration layer (OSB, Webservices, Axis2), data access layer (JDBC) and data layer (MS SQL Server).

Principle 2: Closed layer architecture: a set of well-defined interfaces are defined to establish communication across the application layers.

Principle 3: Encapsulation of access to databases: Data access layer (DAL) has been defined between business layer and the persistent datastores (MS SQL Server®). No direct calls are made from presentation layer to the backend databases.

[bookmark: _Toc40797975]Constraints

N/A



[bookmark: _Toc40797976]Requirements

[bookmark: _Toc40797977]Functional Requirements

Given below are the POLO requirements which are significant to the Architecture.
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		[bookmark: _Toc380574548]Add Policy Booklets to ECM

		Claims Application SME’s will store a PDF Policy Booklet in FileNet and store the URL in POLO. POLO stores an ECM FileNet URL. This is then retrieved from ZEUS when a policy search and retrieve is completed and stored on the claim. This is a snapshot of data and will not update in ZEUS if any changes are made within POLO Maintenance. POLO provides a hyperlink to ZEUS so that the user can look at a PDF copy of the Policy Booklet	Comment by Richard Brannen: POLO stores an ECM FileNet URL. This is then retrieved from ZEUS when a policy search and retrieve is completed and stored on the claim. This is a snapshot of data, and will not update in ZEUS if any changes are made within POLO Maintenance.
I think for this field, it’s worth mentioning that the Claims Application SME’s will store a PDF Policy Booklet in FileNet, and store the URL in POLO for the above process.



		Maintain Policy Booklet Data

		Following the receipt of the underwriting template the Claims Application SMEs team will be required to create a synthesised Template



		Motor Specific Guidance

		Motor Specific guidance, rules and comments for to be observed when adding rows from the UW template to a Synthesised Template



		Home Specific Guidance

		Home Specific guidance, rules and comments for to be observed when adding rows from the UW template to a Synthesised Template



		Add/Edit policy booklets and Endorsement Data

		As part of the maintenance of the policy booklet the Claims Application SMEs Team will also be required to maintain the endorsements sets available on each product. As with the booklets any new endorsements or changes to existing endorsements will be instructed by a request from Underwriting.



		[bookmark: _Toc380574560]Associate Products, Booklets and Endorsement sets

		When either a new booklet or endorsement sets has been created or a new version of an existing one is updated the Claims Application SMEs Team are required to create a product association between the item in question and the correct combination of the following codes

· MFU

· LOB

· TPA

· Product Provider

· Product

· Product Variant





[bookmark: _Toc392229557][bookmark: _Toc40797979]Motor Policy Retrieve Data Requirements

		ID

		Entity

		Example Entity Data Items



		MPE001

		Policy

		Dates – e.g. inception, effective, expiry, term, MTA



		MPE002

		Policy

		Status - Policy Status, Retro Policy Indicator



		MPE003

		Policy

		Sums insured / Excess / Deductibles – voluntary or compulsory



		MPE004

		Policy

		Endorsements – non-standard, free format



		MPE005

		Policy

		Coverage / Peril / Limits / Terms



		MPE006

		Policy

		Add ons – e.g. Legal Cover



		MPE007

		Policy

		Customer Self-Funding Arrangements



		MPE008

		Policy

		Financial – e.g. Premium amount, payment status



		MPE009

		Policy

		Re-insurance & Co-Insurance Information – Other Parties, Lead Status, Liability, Legal Entity, Period of Interest, Exchange Rate



		MPE010

		Policy

		Previous insurer details – e.g. policy number, insurers name



		MPE011

		Policy

		Special Handling Instructions



		MPE012

		Policy

		Claim History



		MPE013

		Policy

		Exceptions



		MPE014

		Policy

		Underwriting Info – U/W Branch / Segment / Individual Underwriter



		MPE015

		Policy

		Underwriting Notes



		MPE016

		Policy

		Policy Schedule – electronic copy of the individual policy wording



		MPE017

		Party

		Organisation, Business Description



		MPE018

		Party

		Policyholder – e.g. name, address, contact details, occupation, business, VAT status



		MPE019

		Party

		Permitted/Excluded drivers



		MPE020

		Party

		Handling Agents



		MPE021

		Party

		Agent / broker – e.g. name, office, address, scheme id



		MPE022

		Group

		Risk / exposure – e.g. vehicle group (vans, executive cars etc.)



		MPE023

		Group

		Sums insured / Excess / Deductibles – voluntary or compulsory



		MPE024

		Group

		Endorsements – non-standard, free format



		MPE025

		Group

		Coverage / Peril / Limits / Terms



		MPE026

		Risk

		Risk / exposure – e.g. vehicle details



		MPE027

		Risk

		Sums insured / Excess / Deductibles – voluntary or compulsory



		MPE028

		Risk

		Endorsements – non-standard, free format



		MPE029

		Risk

		Coverage / Peril / Limits / Terms



		MPE030

		Product

		Product Limits / sums insured / Excess / Deductibles – Standard



		MPE031

		Product

		Endorsements – Standard



		MPE032

		Product

		Policy Wording – Standard Booklet Wordings





[bookmark: _Toc392229558][bookmark: _Toc40797980]Property Policy Data Requirements

		ID

		Entity

		Example Entity Data Items



		PPE001

		Policy

		Dates – e.g. inception, effective, expiry, term, MTA



		PPE002

		Policy

		Status - Policy Status, Retro Policy Indicator



		PPE003

		Policy

		Sums insured / Excess / Deductibles – voluntary or compulsory



		PPE004

		Policy

		Endorsements – non-standard, free format



		PPE005

		Policy

		Coverage / Peril / Limits / Terms



		PPE006

		Policy

		Add ons – e.g. Legal Cover



		PPE007

		Policy

		Customer Self-Funding Arrangements



		PPE008

		Policy

		Financial – e.g. Premium amount, payment status



		PPE009

		Policy

		Re-insurance & Co-Insurance Information – Other Parties, Lead Status, Liability, Legal Entity, Period of Interest, Exchange Rate



		PPE010

		Policy

		Previous insurer details – e.g. policy number, insurers name



		PPE011

		Policy

		Special Handling Instructions



		PPE012

		Policy

		Claim History



		PPE013

		Policy

		Exceptions



		PPE014

		Policy

		Underwriting Info – U/W Branch / Segment / Individual Underwriter



		PPE015

		Policy

		Underwriting Notes



		PPE016

		Policy

		Policy Schedule – electronic copy of the individual policy wording



		PPE017

		Party

		Organisation, Business Description



		PPE018

		Party

		Policyholder – e.g. name, address, contact details, occupation, business, VAT status



		PPE019

		Party

		Handling Agents



		PPE020

		Party

		Agent / broker – e.g. name, office, address, scheme id



		PPE021

		Group

		Risk / exposure – e.g. site location or group type (office premises, retail premises)



		PPE022

		Group

		Sums insured / Excess / Deductibles – voluntary or compulsory



		PPE023

		Group

		Endorsements – non-standard, free format



		PPE024

		Group

		Coverage / Peril / Limits / Terms



		PPE025

		Risk

		Risk / exposure – e.g. specific address details



		PPE026

		Risk

		Sums insured / Excess / Deductibles – voluntary or compulsory



		PPE027

		Risk

		Endorsements – non-standard, free format



		PPE028

		Risk

		Coverage / Peril / Limits / Terms



		PPE029

		Product

		Product Limits / sums insured / Excess / Deductibles – Standard



		PPE030

		Product

		Endorsements – Standard



		PPE031

		Product

		Policy Wording – Standard Booklet Wordings





[bookmark: _Toc40797981]Current State Architecture

Currently, Policy Lookup (POLO) application is deployed on Redhat Linux 5.8 environment, uses legacy Java and IBM WAS 7 as core application platform. 

Architecture Salient Points:

· The Polo application is deployed on Redhat Linux 5.8 physical server and the application components are deployed on IBM WebSphere Application Server 7.x and the application leverages legacy Java.

· POLO application also has a Booklet and Endorsement maintenance service

· GAD is used to authenticate the users

· Users will authenticate against Zurich.uat/Zurich.com GITDIR domains

· Policy data is stored in POLO policy repository

· Policy snapshots from TPAs are pushed to POLO policy repository via Titian

· Policy snapshots from GenZ are pushed to POLO policy repository via Zac ODS

· Policy DB is created in MS SQL Server 2008.

· [bookmark: _Hlk32853232]The current production environment is read only access. The current process is to take a backup of production database and restore this on to UAT. Then the Claims App SME’s will make any required changes. A request if made to copy these updates on to the PROD database.

· Remove table data from UAT region 

· Copy production data into UAT region

· Deploy DB changes, UAT verification and check by BST

· Promote UAT DB changes to PROD



Polo Application Operating Environment:

		Architecture Layer

		Technology



		Operating Environment

		Redhat Linux 5.8



		Java

		Legacy Java



		Application Server

		IBM Web Sphere Application Server 7.x



		Database

		MS SQL Server 2008



















[bookmark: _Toc40797982]Target State Architecture

[bookmark: _Toc40797983]Conceptual View

The conceptual architecture of the POLO application is given below.

[image: ]

[bookmark: _Toc40797984]Inputs

· Provide multiple sources of Policy data through ODS and a repository for Policy Booklet and Endorsement data

· Provide facility to maintain Booklet and Endorsement data using custom Maintenance screens

· Provide a facility via utility to load Block policies for DA & Blankets schemes into POLO

[bookmark: _Toc40797985]Processes

[bookmark: _Toc40797986]B2B Integrator data load

This component performs the following operations:

· Extracts all Policy transactions supplied by Titian Personal Line’s Messaging Solution.

· Transforms Policy transactions coming from Titian into Policy snapshots in POLO format, which will be ZEM compliant. Transformation operations will be required in ZEUS because Messaging solution is going to share Policy data in Common data format while POLO holds Policy Data in POLO format. There are 5 possible transactions types such as ‘New Business’, ‘Renewal’, ‘Mid Term Adjustment’, ‘Lapse’ and ‘Cancellation’. POLO converts these transactions to Policy snapshots with non-overlapping Effective From and Effective To dates.

· Wessex is also being handled by B2B Integrator (Titian). All the Policy transactions sent by WSX will be transformed into POLO format, which is ZEM compliant. All the transformations will be done in B2B Integrator. WSX, similar to EIS & BD has 5 possible transactions types such as ‘New Business’, ‘Renewal’, ‘Mid Term Adjustment’, ‘Lapse’ and ‘Cancellation’. 

· Performs loading of transformed Policy data into Policy data repository.

· Adds snapshots to the existing repository, as opposed to a complete refresh for every Policy, to maintain a full history of the policies contained within the Policy data repository. This history is required to process backdated claims from GWCC. 

· The manual upload of Block policies (DA & blankets) do not contain a full history as there is no history its uploaded once and renewed each year.

[bookmark: _Toc40797987]Booklet & Endorsement Maintenance Screens	Comment by Richard Brannen: The current production environment is read only access. Is this called out in this document? The current process / best practice is to take a backup of production database and restore this on to UAT. Then the Claims App SME’s will make any required changes. A request if made to copy these updates on to the PROD database. Do we see this being the accepted process again, or will PROD become a changeable environment? 

This module provides User Interface to perform add, read, modify & delete operations on product information consisting of Booklets & Endorsements. This component performs above mentioned operations on Booklet & Endorsement Repository. Login screen will be used to authenticate POLO users against GAD. Users will authenticate against Zurich.uat/Zurich.com GITDIR domains.	Comment by Richard Brannen: Think we can just say POLO users here. As mentioned above, the APM team is no longer active.

[bookmark: _Toc40797988]Block Data Utility

Block policies (DA and Blanket) policy data stored on GenZ will be manually collated into a spread sheet and made available to a utility that loads the spread sheet rows into POLO. Initially all GenZ Block policy data will be collated in the spread sheet and loaded into POLO in a one-off data load.

[bookmark: _Toc40797989]Batch Jobs

The Polo application has a set of batch jobs to perform following functions.

· Invoke POLO Data Load Application

· Archive POLO files

· Load Block policies for DA & Blankets schemes

· Auto Renew Block policies for DA & Blankets schemes

[bookmark: _Toc40797990]Outputs

Provides Policy, Endorsements, Coverage data to GWCC. 

[bookmark: _Toc40797991]Databases

There are 2 Databases one for policy data from the TPAs as POLO Data Repository and one for the POLO Maintenance web app which contains Policy, “Booklets and Endorsements” and Coverage data.

The current production environment is read only access. The current process is to take a backup of production database and restore this on to UAT. Then the Claims App SME’s will make any required changes. A request if made to copy these updates on to the PROD database. This process will remain the same for the new environment as well
































[bookmark: _Toc40797992]Logical View
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Logical to Technology mapping:

		Architecture Layer

		Technology



		Presentation

		JSP / JSF



		Business Layer

		Integration Hub



		Integration Layer

		IBM B2B Integrator



		DAO Layer

		Java Classes



		Data Layer

		Stored Procedures



		DB Layer

		MS SQL Server 2016





[bookmark: _Toc40797993]Overview

The logical architecture is given as a layered architecture with Presentation, Business, Data Access, Integration and Data Layers as given below.

[bookmark: _Toc40797994]B2B Integrator data load

IBM Sterling B2Bi (Titian) will be used for building an ETL Application to load daily policy delta snapshot files into Policy data repository. This integrator push data from Shared File System, Batch Jobs and does a Look Up on Master Data



[bookmark: _Toc40797995]Description

[bookmark: _Toc40797996]Presentation Layer

The presentation layer is implemented in JSP/JSF technologies. Booklet and Endorsement maintenance screens are implemented in JSP/JSF and GWCC is having its own UI which is not part of the POLO application. Authentication will be done using GAD for both POLO and GWCC applications. GWCC presentation layer interacts with POLO application using the GWCC Integration Layer. POLO Business Layer exposes Webservices for GWCC and any other third-party services to consume and fetch Policy Data.

[bookmark: _Toc40797997]Business Layer

Business layer services are implemented in OSB. Search and Retrieval services will interact with POLO DB to fetch Policy data.

[bookmark: _Toc40797998]Data Access Layer

Java is used to implement Data Access layer with JDBC and DAOs for crud operations.

[bookmark: _Toc40797999]Integration Layer

Integration layer contains GAD for authentication services, shared file system and TWS enterprise scheduler to push policy snapshots to POLO DB. Daily feed of policy transactions are pushed to the shared file system which will be processed by the B2B Integrator Data Load service.

[bookmark: _Toc40798000]Data Layer

SQL Server is used as database server. Single SQL Server instance holds both Policy Data and “Booklet & Endorsement” data

[bookmark: _Toc40798001]Batch Jobs

Block policies (DA and Blanket) policy data stored on GenZ will be manually collated into a spread sheet and made available to a utility that loads the spread sheet rows into POLO. Initially all GenZ Block policy data will be collated in the spread sheet and loaded into POLO in a one-off data load.

		Scheduler

		Application

		Batch 
Process ID

		Short Description

		High Level Impact



		TWS

		POLO

		Z02_P001



		Invoke POLO Data Load Application

		POLO Application runs every 15 minutes. Impact of failure of all Batches is that newly received policy data will not be loaded in POLO, but the existing Policy data is still accessible.



		TWS

		POLO

		Z02_P002

		Archive POLO files

		This is a housekeeping Job. Even if it fails on a given day, it will not affect any other functionality.



		TWS

		POLO

		Z02_P003

		Load Blocks & Blankets

		This is a One-off batch. Impact of failure is high but manageable because this is an ad hoc task.



		TWS

		POLO

		Z02_P004

		Auto Renew Blocks & Blankets

		Impact of failure of this Batch is low because Policy Snapshots are renewed in advance thereby giving enough period for correction of failures.





[bookmark: _Toc40798002]Security

Given below are the security details that are valid across all the integrations within the scope of POLO and Booklet & Endorsement Maintenance Screens:

· Integration Services Components will communicate with the ClaimCenter WS-I Webservices over secure HTTP (HTTPS). Appropriate certificates are installed on the JBoss application server.	Comment by Richard Brannen: This will be JBoss in the new infrastructure. 



· All Web Services are called via HTTPS and the communication to JBoss will be secured at transport level through SSL mode of communication achieved through https. A signer certificate from service needs to be added to the deployment environment.



User Authentication for both “POLO” and “Booklet & Endorsement” applications are implemented with GAD as Active Directory service. Users will authenticate against Zurich.uat/Zurich.com GITDIR domains.



LDAP Authentication Scenario



[image: ]



The above scenario validates user with preconfigured group name and authenticates user.


[bookmark: _Toc40798003]Physical View

The physical view of the POLO application is given below

[image: ]

The POLO application will be deployed in a Load Balanced environment with JBoss Cluster as application servers and MS SQL 2016 Server as DB Server.

The Load Balancer has the private key and can inject a session to allow secure traffic to be decoded thereby enabling it to maintain session persistence. Without this it is unable to work out which session to send requests to as the traffic is encrypted.

All servers are deployed behind a firewall.

The physical application deployment of POLO application includes following technical components.

Java application components:

POLO war: POLO that includes HTML, Stylesheets and Images related to User Interface (UI) elements, Java Server Components, Java Web Services and JBoss deployment descriptor files.

Database components:

Application is deployed in two MS SQL Server instances of DBs. One for POLO DB and the other for Booklet and Endorsement DB.

[bookmark: _Toc40798004]Appendix- A

A high-level application remediation approach has been suggested while migrating application servers from Redhat Linux 5.8 to Linux 7.x. The following technology components require attention during the Redhat Linux 5.8 to Linux 7.x application migration.

· Legacy Java

· Middleware (IBM WAS to JBOSS) Migration

· Database Migration

[bookmark: _Toc27668767][bookmark: _Toc40798005]Java Migration Approach 

· Use the latest version of Red Hat implementation of OpenJDK for java deployments on ‘Linux’

· Analyse the source and target Java version compatibility matrix

· Analyse the third-party dependencies to determine the target java versions

· Analyse the toolset used (continuous integration, deployment servers, and code analysis tools) to ensure systems are ready to for target Java version

· Compile with new JDK

· Start using the new features.

· Use Code migration tools to migrate code to the target version

· Jdeps is part of the JDK and helps to identify the code using the internal APIs

· Red Hat application migration tool helps to spot the required code changes

· Perform application regression and performance testing 

Best Practices:

· Address the compiler warnings. Deprecation is being taken more seriously with latest Java releases and both java 10 and Java 11 removed APIs

· Check for the use of internal APIs. With Java 9 internal APIs were hidden from use.

· Use the tool jdeps that is part of the JDK with a flag -jdkinternals to check see if a set of classes is using something it shouldn’t.

· Upgrade the build tool (ex: maven/ gradle)

· Upgrade the third-party dependencies. Many third-party libraries, frameworks have already been updated to work with java 9 and beyond.  Some dependencies may need to be replaced.






[bookmark: _Toc40798006]JBoss Migration Approach

Migration solution implementation effort includes, but not limited to the following activities.

Environment Setup:

1. Set up JBoss Environment in IDE (ex: Eclipse IDE).

1. If Application is developed using IBM RAD, suggested to migrate to Eclipse IDE

Note: Build scripts must be migrated to generate war/ear files required for JBoss.

Configuration:

1. Write a separate JBoss server configuration file for each application.

1. Write DB Connection strings for each application.

1. Write any other connections required such as JNDI Lookups etc.

1. Write Deployment Descriptor files required for JBoss.

1. If WebSphere Application Server Extensions are used for any application, need to migrate ibm-web-ext.xmi into JBoss environment. The effort depends on the number of extensions used and the complexity of application. Hence, it is suggested to analyze WebSphere extensions well in advance that are in use by the application.

Development:

1. Any proprietary APIs and features used/invoked must be determined in advance and find their counterparts in JBoss.

1. Find WebSphere specific attributes/keywords used (ex: defaultErrorPage) and replace them with JBoss specific attributes/keywords

Note: Migration effort increases if JPA is used in the application code that uses the JPA for WebSphere application server extensions.

Production: 

· Set up Class Loader policies in JBoss such as Parent First. 

· Set up additional classpaths required to load the jars

· [bookmark: _Hlk4149654]Set up HttpSessionSharing such as In-Memory/DB persisted session sharing

Deployment:

Deployments in JBoss can follow the same approach than in WAS, but with some differences:

· Manual deployment can be done using Management console.

· ANT can be used to create WAR/EAR files and to copy them to the JBoss master server, repository folder (to be defined, Ex: /anw/jbs7mic01/deployments/apps/).

· ANT can be used to execute deployment script that are stored into JBoss master server (/anw/jbs7mic01/deployments/scripts). This script will deploy application into JBoss server group/s using JBoss-CLI. First version of the script could be provided by DXC MW.

· If a restart is needed after deployment, start/stop scripts for JBoss will be used.

Command to deploy EAR file into a server group: 

jboss-cli.sh --connect --controller=$CONTROLLER --command=" deploy $EAR_PATH$EAR_NAME --name=$EAR_NAME --runtime-name=$EAR_NAME --force --headers={rollout $SERVER_GROUP(rolling-to-servers=true)}"

[bookmark: _Toc31711811]Authentication:

WebSphere uses Active Directory to grant access to console, and roles to allow some operations and block other ones. In JBoss we are not sure how to configure such granularity, right now only manages if certain people can access or not, but not map with specific roles and permissions. We decided to use local user accounts to login into Management console and perform operations.

· Admin user. DXC Middleware team will owns it

· Monitor user. User to see configurations and monitor status, no allowed to do actions.

· Operator user. User to see configurations and monitor status, allowed to restart instances.

· Deployer user. User to deploy applications only.

[bookmark: _Toc40798007]Database Migration Approach

· ISP DBA to perform backup/restore to target database

· Can run SQL Server Data Migration Assistant on source DB to check for any issues for upgrade to SQL 2016

· There are no conflicts during the data migration in Dev environment and any conflicts identified during the data migration will be fixed in the lower environments before moving to the higher environments. DBA team will work on the conflicts

· It is not recommended to change the DB compatibility level, however any compatibility issues raised while migration should be fixed as part of source code migration
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[bookmark: _Toc484797375][bookmark: _Toc534295671][bookmark: _Toc33458128][bookmark: _Toc40551078]Overview

This document has been prepared by DXC.technology. The contents are confidential and must not be communicated in whole or in part to any other party without the prior written approval of DXC.technology.

No copy or other reproduction, other than for the purpose of evaluation of this document, shall be made in whole or in part without the prior written permission of DXC.technology.
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Copyright © DXC.technology 2020. All rights reserved.

[bookmark: _Toc484797376][bookmark: _Toc534295672][bookmark: _Toc33458129][bookmark: _Toc40551079]Document Purpose

This document contains the technical details of LDAP Authentication specification for POLO Maintenance Web App that is developed based on Waterfall model. It intends to cascade proper information to the architects, PMs, and development team so that the information flow is consistent and coherent. 
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1. [bookmark: _Toc40551083]Overview

The POLO Maintenance Web App provides policy information to Guidewire Claim Centre (GWCC). The policy information is provided to GWCC that includes whether a specific policy exists at a date of loss, along with the coverage information. The extent to which it can do this depends on the data that TPAs can provide. The GWCC is isolated from the complexities involved with multiple TPAs that will exist outside the Zurich estate. This application ensures that policy and coverage data is always available to GWCC and provides GWCC with policy information for block policies (DA & Blankets schemes).

The purpose of this document is to capture the “LDAP Authentication using Search user access” solution of the POLO Maintenance Web application. Currently the User Authentication for POLO Maintenance Web application is implemented with GAD as Active Directory service. Now the approach for “LDAP Authentication” implementation is ‘the Users will authenticate against Zurich.uat/Zurich.com GITDIR domains’.

2. [bookmark: _Toc40551084]Scope

The scope of this document is “LDAP Authentication using Search user access” implementation. To implement this, it requires credentials for application specific search user  (Service account) and login users to perform lookup in LDAP Server.

3. [bookmark: _Toc40551085]Property Files

This section describes the existing and new property file details and the entries. Below is the sample property file information. 

Existing   Property details

· local.ldap.authentication.tls=0

· local.ldap.authentication.gurl=.zurich.corp\:389

· local.ldap.authentication.gprincipal1=CN

· local.ldap.authentication.gprincipal2=OU\=Tech\,OU\=zUsers\,DC\=emea\,DC\=ZURICH\,DC\=CORP

· local.ldap.authentication.xurl=.zurich.corp\:389

· local.ldap.authentication.xprincipal1=CN

· local.ldap.authentication.xprincipal2=OU\=Tech\,OU\=zUsers\,DC\=emea\,DC\=emea\,DC\=ZURICH\,DC\=corp

· local.ldap.authentication.gdc=emea\,emea

· local.ldap.authentication.xdc=emea\,emea

· local.ldap.authentication.gzbst=CEGSEC_ZBST_SIT

· local.ldap.authentication.xzbst=CXGSEC_ZBST_SIT

· local.ldap.environment.name=local

New Property Details

· dev.ldap.authentication.ldapURI= ldaps://ldap-emea.zurich.uat:636 - UAT

  ldaps://ldap-emea.zurich.com:636 – PROD

· dev.ldap.authentication.contextFactory=com.sun.jndi.ldap.LdapCtxFactory

· dev.ldap.authentication.userbase=OU=Users,OU=UK,OU=EMEA,DC=zurich,DC=uat

· dev.ldap.authentication.groupName=

· dev.ldap.authentication.securityPrincipal=username@domain

· dev.ldapauthentication.securityCredentials=

Note: Above values will be updated with actual values based on the environment.

4. [bookmark: _Toc40551086]Proposed Solution



LDAP Authentication using Search user 

The following sequence of steps to be followed for the authentication process. 

a. Create context with application specific user (service account) and perform Lookup to identify login user Distinguish Name (DN).

i. Return the error message if there is no DN for the given Login User. 

b. Create context with Login user DN and searching the user groups

i. Returns the List of groups login user is part of. 

c. Validate with pre-configured group name (See the property file section) and authenticate user. 

Note: Search user must remain in the same domain as login user i.e Zurich.uat this domain is same for all lower environments i.e. DEV, SIT and UAT. But for Production the domain is Zurich.com



iht [image: ]

Figure 1 LDAP authentication Using Search User

5. [bookmark: _Toc40551087]Flow

Below diagram explains about the sequence of steps to Authenticate the application login user.

[image: ]

Figure 2 sequence of steps to authenticate

In the above sequence diagram initially, the application is accessed using login user and at the first level it performs lookup using search user and retrieves the Distinguish Name (DN). If it fails to get the DN it does not allow the user to login. 

In the above case if it successfully get DN. it again interacts with LDAP server to fetch the User Groups. These user groups are validated against the pre-configured user groups to authenticate the login user and provide the access to the application.

6. [bookmark: _Toc40551088]Code Changes

This section explains the code changes required to the implement the LDAP search user functionality. 

The ‘LDAPAuthenticationService.java’ is an authentication service implementation class, which performs authentication against external Active Directory via LDAP. 

In order to implement LDAP authentication using search user a new method “performAuthenticationAgainstLDAPBySerachUser()” and invoked instead of calling the previous method “performAuthenticationAgainstLDAP()”.

7. [bookmark: _Toc40551089]Environment Details

This section provides the information related to POLO & Titian environment details. 

POLO Web Application Details

 

· Dev  (POC Purpose )

· POLO Web App Jboss Server: DEALA13081.zurich.uat

· DB Server: DEDBS0155.emea.zurich.dev

· Date Base Name: GBQDS2GCL01DB04DEVPODSDBM

· Application URL: http://deala13081.zurich.uat:20201/PoloMaintenanceClient/faces/PoloLoginView.jsp 

 

Titian App Details

 

·   SIT

· SI B2Bi Titian – Dashboard: https://b0d05bf2.rz.ch.zurich.com:15001/dashboard/portal

· DNS:                b0d02882.rz.ch.zurich.com    ---- sb2bsi

· Port:                52560

· Database:        GBQISTIN

· SIT Server: cedbs0736.emea.zurich.corp

·  UAT

· SI B2Bi Titian – Dashboard: https://b0d027p2c.rz.ch.zurich.com:15001/dashboard/portal

· SI B2Bi Titian – Dashboard: https://b0d0umq2.rz.ch.zurich.com:15001/dashboard/portal

· DNS:                udb-d1qf.rz.ch.zurich.com

· Port:                52760

· Database:        GBQQSTIN

· UAT Server: CEDBS0571 or GCL01UAT.emea.zurich.corp

 

·  PROD

· SI B2Bi Titian – Dashboard: http://b0d0r8d2.rz.ch.zurich.com:15001/dashboard/portal

· SI B2Bi Titian – Dashboard: http://b0d05bj2.rz.ch.zurich.com:15001/dashboard/portal

· DNS:                udb-d1pf.rz.ch.zurich.com

· Port:                52860

· Database:        GBQPSTIN

· PROD Server: CEDBS0580 or GCL01PROD.emea.zurich.corp



8. [bookmark: _Toc40551090]Glossary



		Dev

		Development Server



		JAR

		Java Archive



		JVM

		Java Virtual Machine



		LDAP

		Lightweight Directory Access Protocol



		Prod

		Production Environment



		SIT

		System Integration test



		UAT

		User Acceptance test



		WAR

		Web Application Resource
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